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CHAPTER 1: INTRODUCTION ABOUT THIS USER GUIDE

CHAPTER 1: INTRODUCTION

The R3000 Authentication User Guide contains information
about setting up authentication on the network.

About this User Guide

This user guide addresses the network administrator desig-
nated to configure and manage the R3000 server on the
network.

Chapter 1 provides information on how to use this user
guide, and also includes an overview of filtering compo-
nents and authentication operations.

Chapters 2, 3, and 4 describe the R3000 Administrator
console entries that must be made in order to prepare the
network for using authentication for NT and/or LDAP
domains.

@ NOTE: Refer to the R3000 Quick Start Guide for information on

installing the unit on the network. This document also provides
information on how to access the R3000 console to perform the
initial installation setup defined in Chapter 2: Network Setup.

After all settings have been made, authentication is ready to
be used on the network. Chapter 5 outlines the step you
need to take to test and to activate your settings before
deploying authentication on the network.

Chapter 6 provides support information. Appendices at the
end of this user guide feature instructions on filtering profile
file components and setup; a chart of ports used for authen-
tication system access; notes on customizations to make on
specified LDAP servers; steps to modify the SMB protocol
to disable SMB Signing requirements; information on how to
obtain or export an SSL certificate and upload it to the
R3000; tips on how to override pop-up windows with pop-up
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blocker software installed; a glossary on authentication
terms, and an index.

How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.

2 8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

» alert box - a message box x|
that Opens In response to @ Successfully saved Alert email{s),

an entry you made in a
dialog box, window, or

screen. This box often s gt o

contains a button (usually

labeled “OK”) for you to click in order to confirm or

execute a command.

¢ button - an object in a dialog box,

window, or screen that can be clicked

Apply |

with your mouse to execute a command.

checkbox - a small square in a dialog

) - v Profile
box, window, or screen used for indi- =

cating whether or not you wish to select an option. This

object allows you to toggle between two choices. By

clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not

checked, the option is not selected.

control panel - the panel thatdisplays at p==

Update:
the left of a screen. This panel can
contain links that can be clicked to open | e ™"

windows or dialog boxes at the right of
the screen. One or more tree lists also
can display in this panel. When an item
in the tree list is double-clicked, the tree
list opens to reveal items that can be
selected.
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* dialog box - a box that x|

Opens In reSpOI’\SG to a @ Are wou sure you wank ko save the prafile?
command made in a
Gl mo |

window or screen, and
requires your input. You  Javasspetwindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

» field - an area in a dialog box, 51t ame e a—
window, or screen that either

accommodates your data
entry, or displays pertinent information. A text box is a

type of field.

» frame - a boxed-in area in a dialog  Page Content
box, window, or screen that | Basic
includes a group of objects suchas [ Fiterinto
ﬁeIdS, text boxeS, list boxeS, [T Owerride Account

buttons, radio buttons, check-

boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Date Filenarne Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMNLY backup old library
a frame that Jul 23, 2003 config3targz COMNFIG_OMLY hackup old configurations
Jul 22, 2003 config] targz CONFIG_ONLY '@ng

displays rows Jul 22,2003 hoth tar.gz COMNFIG_AND_LIBRARY |backup library and configs
and columns of
data, as a result of various processes. This data can be
reorganized in the R3000 console, by changing the order
of the columns.

* list box - an area in a dialog box, lomue_
. ] ublishers -
window, or screen that accommo- GrscatePron
dates and/or displays entries of Domain Computers

items that can be added or removed. oman fuests

Dornain Users

Enterptise Admins

Group Policy Creator Owners

MTS Trusted Impersonators =
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al0l x|

pop-up box or pop-up

Fle B Vem Feter Tik e

window - a box or window 23 D e e

that opens after you click a EE—TTTTTETT—
button in a dialog box, N tpeaine]
window, or screen. This box

or window may display infor- s S

mation, or may require you to make one or more entries.
Unlike a dialog box, you do not need to choose between
options.

pull-down menu - a field in a [Defautt ~]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

screen - a main ECITTTTEE—— izl
objectof an appli- 8eb=see0 = e

cation that i -l eraryOctals
displays across e —
your monitor. A B
screen can

contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.

=]

i Ve oo % S00.00.100.79_ Verson: K300 Erterperss Pl 1100050
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sub-topic - a
subset of a main

Library Details
Library=8e6 Supplied Categories>Alco
etails

(=-8e6 Supplied Categories |« |
Y

topic that displays [ torre (RS T
as a menu item for |Gt swhemne e |+ T

- Child Pornography
- Comics

the topic. The menu
of subtopics opens
when a pertinent topic link in the left panel—the control
panel—of a screen is clicked. If a sub-topic is selected,
the window for that sub-topic displays in the right panel of
the screen, or a pop-up window or an alert box opens, as
appropriate.

text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

topic -a topic O o

displays as a e
link in the left S
panel—the | - fﬂq

control panel—
of a screen. By
clicking the link
for a topic, the
window for that
topic displays in
the right panel
ofthe screen, or
a menu of sub-
topics opens.

¥ 3001010075 oo W30 Erterpena Fiker 1100059
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* tree - atree displays in the control ~ Bgee =
panel of a screen, and is comprised = dir \
of a hierarchical list of items. An tT
entity associated with a branch ofthe = F e
tree is preceded by a plus (+) sign =~ o,
when the branch is collapsed. By _ @obsacrow
double-clicking the item, a minus (-) © g adnin
sign replaces the plus sign, and any
entity within that branch of the tree
displays. An item in the tree is
selected by clicking it.

bkupserver
testers
& cpike

e window - a window  Fier

Local Filtering

displays on a screen,
and can contain
frames, fields, text
boxes, list boxes,
buttons, checkboxes,

Loxcal Filtoring
YLAN Detaction
Service Blocking
Instart Messagrg
v
HTTPS Filtaring

HTTS Flterng Lerl

Fon O o

Con F off

©on @ off

©on ol

Sarvies Contral

and radio buttons. A
window for a topic or
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Filtering Elements

Filtering operations include the following elements: groups,
filtering profiles and their components, and rules for filtering.

Group Types

In the Group section of the Administrator console, group
types are structured in a tree format in the control panel.
There are four group types in the tree list:

* Global Group

+ |IP groups

* NT domain groups

* LDAP domain groups

NOTE: If authentication is enabled, the global administrator—
who has all rights and permissions on the R3000 server—will see
all branches of the tree: Global Group, IP, NT, and LDAP. If
authentication is disabled, only the Global Group and IP
branches will be seen.

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account and
time profiles, and maintains filtering profiles of all members
in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1-1 IP diagram with a sample master IP group and its members
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NT Domain Groups

An NT domain on a network server is comprised of
Windows NT groups and their associated members (users),
derived from profiles on the network’s domain controller.

The NT group type is represented in the tree by the NT icon

35' . This branch will only display if authentication is
enabled. Using the tree menu, the global administrator adds

and maintains NT domains &, and profiles of NT groups
and members within the domain.

Filtering profiles can be created for a specified group g or

user :@j If users belong to more than one group, the global
administrator sets the priority for group filtering.

a5

NT Grouns
NT Doinain
| | |
NT Groun NT Graup NT Graup
I
[ I
] L] i Q )
| | [ ] o
Llzer Lisar Ulaar Usar Lisar

Fig. 1-2 NT domain diagram, with sample groups and members
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LDAP Domain Groups

An LDAP (Lightweight Directory Access Protocol) domain
on a network server is comprised of LDAP groups and their
associated members (users), derived from profiles on the
network’s authentication server.

The LDAP group type is represented in the tree by the

LDAP icon . This branch will only display if authentica-
tion is enabled. Using the tree menu, the global adminis-

trator adds and maintains LDAP domains .;Eu, and profiles
of LDAP groups and members within the domain.

Filtering profiles can be created for a specified group @ or

user :@j If users belong to more than one group, the global
administrator sets the priority for group filtering.

NE

-
LOARPGrowns
LOAR Dornagin
|
LOARP Grows LOARGroun
] ]
(T (T
Lisar Lisar

Fig. 1-3 LDAP domain diagram, with sample groups and members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (Master Group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Authentication filtering profiles

* NT/LDAP group filtering profile - used by an NT or
LDAP group.

* NT/LDAP member filtering profile - used by an NT or
LDAP group member.
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Other filtering profiles

¢ override account profile - set up in either the global
group section or the master group section of the console.

NOTE: An override account set up in the master IP group section
of the R3000 console takes precedence over an override account
set up in the global group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, to redi-
rect users to another URL instead of having a block page
display, and to specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, NT/
LDAP authentication profile, override account profile, time
profile, and lock profile.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, or add to
a white list, and service ports that are configured to be
blocked. A URL can be specified for use instead of the stan-
dard block page when users attempt to access material set
up to be blocked. Various filter options can be enabled.

NT/LDAP Group Filtering Profile

An NT or LDAP group filtering profile is created by the global
administrator. This profile can be customized to allow/deny
group users access to URLs, to redirect users to another
URL instead of having the standard block page display, and
to specify usage of appropriate filter options.

If users belong to more than one group, all groups to which
they belong must be ranked to determine the priority each
filtering profile takes over another.

NT/LDAP Member Filtering Profile

An NT or LDAP member filtering profile is created by the
global administrator. This profile can be customized to
allow/deny a user access to URLSs, to redirect the user to
another URL instead of the standard block page, and to
specify usage of appropriate filter options.
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Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.

NOTE: Refer to the R3000 User Guide for additional information
on the Override Account Profile, Time Profile, and Lock Profile.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

16

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open, or white listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo! Safe Search Enforce-
ment, Search Engine Keyword Filter Control, URL
Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “8e6 Supplied Categories.” Updates to
these categories are provided by 8e6 on an ongoing basis,
and global administrators also can add or delete individual
URLs within a specified library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with 8e6 supplied categories, addi-
tions and deletions can be made within a custom category.
However, unlike 8e6 supplied categories, a custom cate-
gory can be deleted.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the R3000), the global (default) filtering profile,
and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, or include in a white list. Each rule that is created by
the global administrator is assigned a number. A rule is
selected when creating a filtering profile for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP, NT, and LDAP
groups, and takes precedence over filtering settings made
for group and member filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

block - if a category or a service port is given a block
setting, users will be denied access to the item set up as
“pblocked”

open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the item set up as “opened”

always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

filter - if a service port is given a filter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port

ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed
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Filtering Rules

Individual User Profiles - A userin an NT or LDAP domain
can have only one individual profile set up per domain.

Filtering Levels Applied:

1.

The global (default) filtering profile applies to any user
under the following circumstances:
 the user does not belong to a master IP group

 the user has not been assigned a domain default
profile from an NT or LDAP authentication domain

. If a minimum filtering level is defined, it applies to all

master IP groups (and their members) and NT/LDAP
groups who have been assigned filtering profiles after
authenticating. The minimum filtering level combines
with the user’s profile to guarantee that categories
blocked in the minimum filtering level are blocked in the
user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

. For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

. For individual IP members:

a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.

b. Anindividual IP member time profile takes precedence
over the individual IP member profile.
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6. For NT/LDAP users, if a user is authenticated, settings
for the user’s group or individual profile from the NT/
LDAP domain are applied and take precedence over any
IP profile.

a. If the user belongs to more than one group in an
authentication domain, the profile for the user is deter-
mined by the order in which the groups are listed in the
Group Periority list set by the global administrator. The
user is assigned the profile for the group highest in the
Group Priority list.

b. If a user has an individual profile set up, that profile
supercedes all other profile levels for that user. The
user can have only one individual profile in each
domain.

7. An override account profile takes precedence over an
authentication profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-
trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
global group tree.

NOTE: An override account set up in the master IP group section
of the R3000 console takes precedence over an override account
set up in the global group section of the console.

8. A lock profile takes precedence over all filtering profiles.
This profile is set up under Filter Options, by enabling the
X Strikes Blocking feature.

21
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Global (Default)
Filtering
Profile

MINIMUM FILTERING
LEVEL

Individual IP
Profile

Fig. 1-4 Sample filtering hierarchy diagram
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Authentication Operations

R3000 Authentication Protocols

The R3000 supports two types of authentication protocols:
Windows NT LAN Manager (NTLM), and Lightweight Direc-
tory Access Protocol (LDAP).

* NTLM authentication supports NTLM authentication
running on any of the following servers: Windows NT 4.0,
Windows 2000 Mixed Mode, and Windows 2003 Mixed
Mode.

» LDAP authentication supports all versions of LDAP, such
as Microsoft Active Directory, Novell eDirectory, Sun
ONE, and OpenLDAP.

R3000 Authentication Tiers

The R3000 authentication architecture for NTLM and LDAP
authentication protocols is comprised of three tiers. When
using NT and/or LDAP authentication with the R3000, one
of these three tiers is selected for use on the network,
depending on the server(s) used on the network and the
preferred authentication method(s) to be employed.

» Tier 1: Single sign-on, net use based authentication for
NT or Active Directory domains.

* Tier 2: Time-based, Web authentication for NT and LDAP
authentication methods.

« Tier 3: Session-based, Web authentication for NT or
LDAP authentication method.

When using Tier 2 or Tier 3, the 8e6 Authenticator should be
enabled to ensure the end user is authenticated when
logging into his/her workstation. Or if using a Novell eDirec-
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tory server, the Novell eDirectory Agent can be used instead
to authenticate end users.

NOTE: See 8e6 Authenticator and Novell eDirectory Agent for
information on setting up these types of authentication on the
network.
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Tier 1: Single Sign-On Authentication

Net use based authentication process

The following diagram and steps describe the operations of
the net use based user authentication process:

Authentication Server

R3000 Filtering Server

User (Client, Machine)

Fig. 1-56 Net use based authentication module diagram

1. The user logs on the network from a Windows worksta-
tion (also known as “client” or “machine”).

2. The authentication server on the network sends the
user’s workstation a login script containing a net use
command.

3. The execution of this net use command causes the
Windows workstation to create an “IPC share”
(command exchange) with the R3000 filter box as a
shared network device.

NOTE: When the IPC share is created, no drives are mapped in
this share.
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4. Upon creating the IPC share, the software in the R3000

qgueries the network authentication server with the user's
login name and password sent by the workstation.

. Once the user is successfully authenticated, the R3000

matches the user’s login name or group name with a
stored list of profile settings in the R3000. As a result of
this process, the user is assigned the appropriate level of
filtering.

. The matched profile is set for the user's IP address. The

IPC connection is completed and maintained with peri-
odic “keep-alives.”

. When the user logs off, changes IP addresses, loses the

network connection, or in any way causes the IPC
connection to be altered or deactivated, the R3000
senses this change and returns the IP address to the
configured global filtering level.

WARNING: Authentication will fail if a Network Address Transla-
tion (NAT) device is set up between the authentication server and
end user clients. Authentication may also fail if network connec-
tions are overloaded, causing a severe delay in the transportation
of SMB traffic. This can be a problem in any network, but is most
prevalent in WAN links, or in trunk links that are overloaded.

Re-authentication process

1. The user loses his/her user profile after one of the

following incidences occurs:

» the server is rebooted, or

» the connection from the user’s machine to the serveris
dropped (as with a faulty network cable)

. A block page displays for the user.

. In order to re-access the Internet, the user must re-

authenticate him/herself by clicking a link in the block
page to generate a login script that re-authenticates the
user’s profile.
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Authentication methods

Tier 1 supports two server authentication methods: Server
Message Block (SMB) and LDAP.

SMB protocol

SMB is a client/server protocol that requires the client to
send a request to the server and receive an authentication
response from the server, in order for the client to access
resources on the network.

As the default protocol for NT 4.0 and earlier operating
systems, SMB is supported by Windows 2000 and later OS
versions.

SMB Signing

SMB Signing is a Windows security feature that prevents an
active network session between a client and server from
being tapped. While Microsoft has made this feature avail-
able since Windows NT 4.0, it was not a default setting.
However, in Windows 2003, this feature is enabled by
default.

Since SMB Signing is not currently supported by the R3000,
8e6 recommends disabling the requirement for this feature.
This does not disable SMB Signing for machines that
support it, but allows devices that do not support SMB
Signing to connect. To disable the default setting that
requires SMB Signing for all connections, follow the instruc-
tions in Appendix D: Disable SMB Signing Requirements.

Alternately, if you have an available Windows 2000
Server—or an earlier Windows NT 4.0 Server—and are
willing to establish the necessary trust relationships with the
Windows 2003 Server, this earlier Windows server can be
used as the primary authentication server for the R3000
instead of the Windows 2003 Server.
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NOTE: For information on SMB Signing compatibility with the
R3000, refer to the chart in Appendix D: Disable SMB Signing
Requirements.

LDAP protocol

LDAP is a directory service protocol that stores entries
(Distinguished Names) in a domain’s directory using a hier-
archical tree structure. The LDAP directory service is based
on a client/server model protocol to give the client access to
resources on the network.

When a client connects to a server and asks it a question,
the server responds with an answer and/or with a pointer to
the server that stores the requested information (typically,
another LDAP server). No matter which LDAP server the
client accesses, the same view of the directory is “seen.”

The LDAP specification defines both the communication
protocol and the structure, or schema, to a lesser degree.
There is an Internet Assigned Network Authority (IANA)
standard set that all LDAP directories should contain. Novell
and Microsoft both have additional schema definitions that
extend the default setups.

Most server operating systems now support some imple-
mentations of LDAP authentication. The Microsoft Active
Directory LDAP-based model became available with the
release of Windows 2000.
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Name resolution methods

The name resolution process occurs when the R3000
attempts to resolve the IP address of the authentication
server with the machine name of that server. This contin-
uous and regulated automated procedure ensures the
connection between the two servers is maintained.

When using an NT server with SMB, the name resolution
process occurs when a valid Windows Internet Name
Service (WINS) Server IP address is entered or a broadcast
query is made.

When using an LDAP server, the name resolution process
occurs when a Domain Name Service (DNS) entry is made.
In order to accommodate this request, the LDAP server
must have a valid DNS entry or the IP address must be
added to the R3000 hosts file.

@ NOTE: If LDAP is used, client machines will still use the SMB

authentication method to communicate with the R3000 server for
Tier 1 authentication. LDAP communication only occurs between
the R3000 server and the LDAP server.
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Authentication setup procedures

Server setup types
R3000 authentication is designed to support the following
server types for the specified tier(s):

Tier 1: Net use based authentication

NOTE: Login scripts must be used for net use based authentica-
tion.

Using SMB/NetBIOS:

e Windows NT 4.0, SP4 or later

e  Windows 2000 or 2003 Server in mixed/legacy mode
NOTE: SMB Signing must not be required.

Using LDAP:

¢ Microsoft Active Directory Mixed Mode

* Microsoft Active Directory Native Mode

Tier 2 and Tier 3: Web-based authentication

Using an NT authentication domain:

* Windows NT 4.0, SP4 or later

* Windows 2000 or 2003 Server in mixed/legacy mode
@ NOTE: SMB Signing must not be required.

Using an LDAP domain:

*  Windows Active Directory 2002 and 2003

* Novell eDirectory

» SunONE directory server
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Configuring the authentication server

When configuring authentication, you must first go to the
authentication server and make all necessary entries before
configuring the R3000.

The following authentication components must be set up or
entered on the console of the authentication server:

e domain name
e usernames and passwords

e user groups

login scripts
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Login scripts
Login (or logon) scripts are used by the R3000 server for
reauthenticating users on the network.

The following syntax must be entered in the appropriate
directory on the authentication server console:

Enter net use syntax in the login script

The virtual IP address is used by the R3000 to communicate
with all users who log on to that server. This address must
be in the same subnet as the one used by the transmitting
interface of the R3000.

* For testing, user information can be specified on the
command line as follows:

NET USE \\virtualip\R3000$ /user:DOMAIN-
NAME\username password

Example: NET USE \\192.168.0.20\R3000%/
user:LOGO\jsmith xyz579

e The command to disconnect a session is:
NET USE \\virtualip\R3000$ /delete
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View login script on the server console

The login script can be viewed on the authentication server
console. This script resides in a different location on the
server, depending on the version of the server:

* Windows 2000 or Windows 2003 Server

\\servername.suffix\sysvol\domainname.suffix\
policies\{guidf\user\scripts\logon

c:\winnt\sysvol\sysvol\domainname.suffix\scripts
c:\winnt\sysvol\domainname\scripts

* Windows NT 4.0 Server
\\servername\netlogon
\lipaddress\netlogon
c:\winnt\system32\rep\import\scripts

The login script must be specified either in the user’s
domain account or in the Active Directory Group Policy
Object so that it runs when the user logs into the domain.
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Block page authentication login scripts

In addition to the use of login scripts in the console of the

authentication server, a login script path must be entered in
the Block Page window of the R3000 Administrator console.
This script is used for reauthenticating users on the network.

The following syntax must be used:
\\SERVERNAME\netlogon
or
\\IPaddress\netlogon

NOTE: See Block Page Authentication for more information
about these entries.
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LDAP server setup rules

& WARNING: The instructions in this user guide have been docu-
mented based on standard default settings in LDAP for Microsoft
Active Directory Services. The use of other server types, or any
changes made to these default settings, must be considered
when configuring the R3000 server for authentication.

If LDAP will be used, the following items should be consid-
ered:

* The administrator in charge of the LDAP server should
create a user for the R3000 in order to give that user full
read access to the groups and users in the directory.

» Since the LDAP directory is structured as a tree, data
needs to be retrieved the same way. Additionally, the
order of the syntax is reversed compared to how it
appears in normal file system folders. The deepest layer
is listed first, in a similar manner as a DNS domain name:
e.g. “engineering.company.net”. In LDAP, a directory
entry would look like this: “cn=engineering,dc=company,
dc=net".

* Make sure all network configuration settings are correct
(such as DNS, IP, etc.) before configuring LDAP settings.

@ NOTE: All filtering profiles are stored on the R3000 server.
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Tier 2: Time-based, Web Authentication

The following diagram and steps describe the operations of
the time-based authentication process:

Authentication Server

R3000 Filtering Server

~ User (Client, Machine)

Fig. 1-6 Web-based authentication module diagram

1.

The user makes a Web request by entering a URL in his/
her browser window.

. The R3000 intercepts this request and sends the user

the Authentication Request Form, requesting the user to
log in with his/her login ID and password.

. The R3000 verifies the user’s information with the

authentication server (Domain Controller, Active Direc-
tory, LDAP, etc.).

. The authenticated user is allowed to access the

requested URL for the time period specified by the
administrator.
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Tier 2 implementation in an environment

In an environment where Tier 2 time-based profiles have
been implemented, end users receive filtering profiles after
correctly entering their credentials into a Web-based
Authentication Request Form. A profile remains active for a
configurable amount of time even if the user logs out of the
workstation, changes IP addresses, etc.

Tier 2 time-based profiles do not call for the R3000 to main-
tain a connection with the client machine, so the R3000
cannot detect when the user logs off of a workstation. In
order to remove the end user’s profile, one of two scripts
detailed in this sub-section should be inserted into the
network’s login and/or logoff script.

The Tier 2 Script should be used if Tier 2 is the only tier
implemented in an environment. The Tier 1 and Tier 2 Script
should be used if Tier 2 is implemented along with Tier 1 in
an environment. Since both sets of scripts use the NET USE
command, the client machine must already have the ability
to connect to the R3000 via NET USE in order for the profile
to be removed in either environment.
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Tier 2 Script

If using Tier 2 only, this script should be inserted into the
network’s login script. If the network also uses a logoff
script, 8e6’s script should be inserted there as well. The
inclusion of this script ensures that the previous end user’s
profile is completely removed, in the event the end user did
not log out successfully.

echo off

:start

cls

net use \10.10.10.10\LOGOFF$ /delete

;try1

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

;try2

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

;try3

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

error
if errorlevel 1 echo code 1: Failed!

:end
net use \\10.10.10.10\LOGOFF$ /delete
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Tier 1 and Tier 2 Script

In an environment in which both Tier 1 and Tier 2 are used,
this version of 8e6’s script should be inserted into the
network’s login script. 8e6’s script attempts to remove the
previous end user’s profile, and then lets the new user log in
with his/her assigned profile.

echo off

:startremove

cls

NET USE \\10.10.10.10\LOGOFF$ /delete

:tryremove1

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :tryremove2

if errorlevel 0 echo code 0: Success
goto :endremove

:tryremove2

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :tryremove3

if errorlevel 0 echo code 0: Success
goto :endremove

:tryremove3

NET USE \\10.10.10.10\LOGOFF$
if errorlevel 1 goto :removalerror

if errorlevel 0 echo code 0: Success
goto :endremove

:removalerror
if errorlevel 1 echo code 1: Failed to send removal
request!

:endremove
net use \\10.10.10.10\LOGOFF$ /delete
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;try1

NET USE \\10.10.10.10\R3000$

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

;try2

NET USE \\10.10.10.10\R3000%

if errorlevel 1 goto :try3

if errorlevel 0 echo code 0: Success
goto :end

;try3

NET USE \\10.10.10.10\R3000%

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

error
if errorlevel 1 echo code 1: Failed!

:end

in environments that use both Tier 1 and Tier 2, if a logoff
script is used on the network, the Tier 2 Script should be
inserted into the network’s logoff script.
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Tier 3: Session-based, Web Authentication

The diagram on the previous page (Fig. 1-6) and steps
below describe the operations of the session-based authen-
tication process:

1. The user makes a Web request by entering a URL in his/
her browser window.

2. The R3000 intercepts this request and sends the user
the Authentication Request Form, requesting the user to
log in with his/her login ID and password.

3. The R3000 verifies the user’s information with the
authentication server (Domain Controller, Active Direc-
tory, LDAP, etc.).

4. A pop-up window opens on the user’s workstation while
the original window loads the requested URL. The user
will continue to be authenticated as long as the pop-up
window remains open.
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8e6 Authenticator

The 8e6 Authenticator ensures the end user is authenti-
cated on his/her workstation, via an executable file that
launches during the login process. To use this option, the
8e6 Authenticator client (authenticat.exe) should be placed
in a network share accessible by the domain controller or a
Novell eDirectory server such as NetWare eDirectory server
6.5.

NOTE: The 8e6 Authenticator client (authenticat.exe) can be

downloaded from the Enable/Disable Authentication window.

(See the Enable authentication, specify criteria sub-section in
Chapter 2: Network Setup.)

Environment requirements

Minimum system requirements

The following minimum server components are required
when using NetWare eDirectory server 6.5:

Server-class PC with a Pentium Il or AMD K7 processor
512 MB of RAM
Super VGA display adapter

DOS partition of at least 200 MB and 200 MB available
space

2 GB of available, unpartitioned disk space outside the
DQOS partition for volume sys:

One network board
CD drive
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Recommended system requirements

The following server components are recommended for
optimal performance when using NetWare eDirectory server
6.5:

Server-class PC with two-way Pentium Ill, IV, or Xeon
700 MHz or higher processors

1 GB of RAM
VESA compliant 1.2 or higher display adapter
DOS partition with 1 GB of available space

4 GB of available, unpartitioned disk space outside the
DQOS partition for volume sys:

One or more network boards

Bootable CD drive that supports the El Torito specifica-
tion

USB or PS/2* mouse

Workstation requirements

The 8e6 Authenticator client works with the following oper-
ating systems:

Windows XP Pro SP1 and 2
Windows 2000 Pro SP4
Windows XP and Windows 2000 with Novell client v4.91

NOTE: Any non-domain supported Windows operating system,
such as ME or XP Home Edition, will not work with the 8e6
Authenticator unless the Novell eDirectory client is installed for
login and deployment of the 8e6 Authenticator client using a
Novell server.
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Work flow in a Windows environment

1.

44

The administrator stores the 8e6 Authenticator client
(authenticat.exe) in a network-shared location that a
login script can access.

. Using a Windows machine, an end user logs on the

domain, or logs on the eDirectory tree via a Novell client.

. The end user’s login script evokes authenticat.exe.

. The 8e6 Authenticator client determines the authentica-

tion environment by examining the Windows registry,
then retrieves the username and domain name using
either Windows or Novell APIs, and sends this informa-
tion (LOGON event) to the R3000.

The R3000 looks up the groups to which the end user
belongs (Windows AD, PDC, or eDirectory through
LDAP or NTLM/Samba), and determines the profile
assignment.

. The R3000 sets the profile for the end user with user-

name (including the group name, if it is available) and IP.

. The 8e6 Authenticator client continually sends a “heart-

beat” to the R3000—with a specified interval of seconds
between each “heartbeat’—until the end user logs off.

. The end user logs off, and the 8e6 Authenticator client

sends a LOGOFF event to the R3000. The R3000
removes the user's profile.
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8e6 Authenticator configuration priority

The source and order in which parameters are received and
override one another are described below.

NOTE: Any parameter set at the end of the list will override any
parameter that was previously set.

1. Compiled Defaults: Given no parameters at all, the
client will try to execute using the default compilation.

2. Configuration File (optional): The default location of the
configuration file is the same path/name as the authen-
ticat.exe client, but with a “.cfg” extension instead of
“.exe”. The full path/name can be specified on the
command line with the CF[] parameter. Review the ++
comment following Table 1 for more information.

3. Command Line (optional): Options on the command line
will override compiled defaults and the configuration file.
The command line can be left blank.

4. R3000 Configuration Packet (optional): The R3000
may send a configuration packet that will override all
other settings, including the command line. If the R3000
changes the IP address or port used by authenticat.exe,
then when authenticat.exe reconnects, authenticat.exe
will use the new IP address and port.

NOTE: The R3000 can force authenticat.exe to reconnect with a
re-logon event packet.
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8e6 Authenticator configuration syntax

All configuration parameters, regardless of their source, will
use the following format/syntax:

WAA[B]w{C}w

{Parameter ‘AA’ with Data ‘B’, and Comment ‘C’ ignored.}

w;DD[E]w{C}w

{The semicolon causes ‘DDI[E] to be ignored, ‘C’ is also ignored.}

Whereas ‘AA’ is a two-letter, case-insensitive parameter
name, ‘B’ is the value for this parameter wrapped in
brackets ([] ), and ‘W’ is zero or more white spaces
(space, tab, carriage return, line feed). ‘C’ is completely
ignored, and anything wrapped in braces ( { } ) is consid-
ered a comment. A ‘;’ immediately preceding a param-
eter will cause that parameter and its data to be ignored,
which is convenient for temporarily reverting a parameter
to default values during testing.

Sample command line parameters

authenticat.exe LF[c:\] ra[192.168.0.43]Rr[40000]

Sample configuration file

RA[100.10.101.30] { R3000 Virtual IP address }

RP[139] {R3000 Port}

RH[30000] { Heartbeat timer (30 seconds) }

RR[30000] { Reconnect time (before connecting again) }

RC[10000] { Connect Timeout (how long to wait for a connection
response) }

LE[O]

LF[\\100.10.101.117\publogs\] { Where to put logs }

Sample R3000 configuration update packet ‘PCFG’

After decryption, with protocol headers removed:

RH[30000]RC[1000]LE[1]
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You only need to change the options you do not wish to
remain as default. Often the IP address of the R3000 (RA)
and the log file (LF) are the most desired options to change.
Note that full network paths are allowed.

Table of parameters

The following table contains the different parameters, their
meanings, and possible values.

Param | Parameter Values Dbg Release

ID Meaning Default | Default

uT+ User’s Logon 1-256 (0 = Win32, 1 = Nov- | 255 255 (auto)
Environment ell) (auto)

RA#* R3000 Virtual IP 255.255.255.255:PORT;... 0.0.0.0 0.0.0.0
Address

RV # R3000 VPN Sup- (IP-IP;IP:PORT;...),...
port Table

RP R3000 Port 1-65535 139 139

RH R3000 Heartbeat 1-4 billion (milliseconds) 30000 30000 (30
Timer MS sec)

RR R3000 Reconnect | 1-4 billion (milliseconds) 30000 30000 (30
Time MS sec)

RC R3000 Connect 1-4 billion (milliseconds) 10000 10000 (10
Timeout MS sec)

LE Log using Event 1 or 0 (event view or log 0 (log 1 (event
Viewer file) file) view)

LD Logging Detail 1,2,3,0r4 1 (light) 0 (errors

only)

LF* Path-ONLY to out- | 1-1000 alphanum C:\ C:\
put log file

CF ++ Full path/name of 1-1000 alphanum — —

Configuration File
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+ If UT[O] is set, then the Novell environment will be

ignored, if present, and only the Windows environment
information will be retrieved and sent to the R3000. If
UT[1] is set and the Novell environment is invalid or the
user is not authenticated with its Novell server, then the
results sent to the R3000 are invalid (probably empty
values). The default UT[255] auto detects Novell vs.
Win32 and will automatically favor Novell authentication
over Windows, if possible.

Special Interest. Values most likely to change during
testing, configuration, and production implementation.

++ Alternate configuration file is only valid when specified on

the command line. It will be ignored in any other context.
If the configuration file cannot be loaded from the alter-
nate location, an error will be logged and an attempt will
be made to load the default configuration file. If the alter-
nate configuration file is specified and is blank ( CF[] ),
the 8e6 Authenticator will not attempt to load any config-
uration file; this can minimally speed up execution time.
The compiled default value of CF[-] causes the default
configuration file loading to be attempted, which has the
same full path and filename of the current, loaded 8e6
Authenticator executable, but with an extension of “.cfg”
instead of “.exe”. That is, if the 8e6 Authenticator client is
“\example\authenticat.exe”, the search for the default
configuration file would be “\\example\authenticat.cfg”. It
is not an error if the default configuration file does not
exist. It is an error if the default configuration file exists
but cannot be read or parsed correctly. Unknown param-
eters are ignored. Format/syntax errors will abort the
reading and report an error, but the 8e6 Authenticator will
attempt to continue running.

For each IP address where “:PORT” is omitted from the
address, the RPJ[] port value is used. For example, if
RA[1.1.1.1:5555] is set, the RP[] parameter is ignored.
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RP[] affects port-less addresses specified in the RV[]
command as well.

* For RA]], each IP address is separated by a semi-colon
;> and the first IP address will be tried for each new
connection attempt. When the main IP address fails to
respond, the next IP address in the list will be tried, and
so on, if it fails. After the last IP address is tried, the logic
will continue from the first IP address again. A retry
attempt on the main IP address is subject to the RR]]
Reconnect time. After any disconnection, the logic will
always begin with the main IP address as its first attempt.

» For RV[], sets of R3000 addresses are specified based
on an IP range that matches the client’s IP address;
multiple destination R3000 addresses may be used in
each set and will have the same functionality as multiple
destinations specified in the RA[] parameter. Each set is
surrounded by parentheses ‘()’s, and sets are separated
by commas ‘,’. Any local client IP address that does not
match any set will use the RA[] address. Sample format:

RV[(102.108.1.0-102.108.1.255;1.1.1.1;2.2.2.2),(102.108.2.0-
102.108.2.255;3.3.3.3:222)]

In this example, a client with an IP address of
102.108.1.5 would try to connect to 1.1.1.1 using the
RP[] port (2.2.2.2 as the backup). A client with
192.168.2.15 would try to connect to 3.3.3.3 port 222,
which has no backup.

* Any local address that would end up connecting to
0.0.0.0 will not be observed by the 8e6 Authenticator.
This allows RV[] to allow only specified ranges of IP
addresses to be observed by the 8e6 Authenticator.
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Novell eDirectory Agent

Novell eDirectory Agent provides Single Sign-On (SSO)
authentication for an R3000 set up in a Novell eDirectory
environment. Using Novell eDirectory Agent, the R3000 is
notified by the eDirectory server when an end user logs on
or off the network, and adds/removes his/her network IP
address, thus setting the end user’s filtering profile accord-

ingly.

Environment requirements

Novell eDirectory servers

The following eDirectory versions 8.7 or higher with Master,
Read/Write, Read replicas have been tested:

» eDirectory 8.7 in RedHat Linux 9.0
» eDirectory 8.7 in NetWare 6.5 SP5

NOTE: See 8e6 Authenticator: Environment requirements for
Minimum and Recommended system requirements. These
requirements also apply to eDirectory 8.7 in RedHat Linux 9.0.
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Client workstations

To use this option, all end users must log in the network. The
following OS have been tested:

*  Windows 2000 Professional
* Windows XP

* Macintosh
Novell clients

The following Novell clients have been tested:
* Windows: Version 4.91 SP2

* Macintosh: Prosoft NetWare client Version 2.0

Novell eDirectory setup

The eDirectory Agent uses the LDAP eDirectory domain
configuration setup in the R3000 Administrator console. The
eDirectory Agent receives notification from the eDirectory
server regarding logon and logoff events by end users. The
Novell client must be installed on each end user’s worksta-
tion in order to handle logons to the eDirectory network. In
this setup, the Novell client replaces the Windows logon
application.
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R3000 setup and event logs

When using a Novell eDirectory server and choosing to use
the Novell eDirectory Agent option in the R3000:

» Enable Novell eDirectory Agent in the Enable/Disable
Authentication window.

NOTES: If using an SSO authentication solution, Tier 2 or Tier 3
should be selected as a fallback authentication operation.

When choosing the Novell eDirectory Agent option, the 8e6
Authenticator option must be disabled.

» If applicable, a back up server can be specified in the
LDAP domain setup wizard, in the event of a connection
failure to the primary Novell eDirectory server. Email
alerts are sent to the administrator in such events.

NOTE: Back up server settings are made in the Default Rule tab
of the LDAP Domain Details window, described in Chapter 4:
LDAP Authentication Setup.

* Once the Novell eDirectory Agent option is set up, the
View Log File window can be used to view end user
logon/logoff events and the debug log.

NOTE: After the Novell eDirectory Agent is enabled, an indi-
vidual's username will not display in the event log until he/she
logs in again. Until that time, the user will be logged by his/her
current filtering profile, which most likely would be IPGROUP or
DEFAULT user.
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Authentication Solution Compatibility

Below is a chart representing the authentication solution
compatibility for a single user:

Tier1 Tier 2 Tier 3 .
. . 8e6 eDirectory

net time session Authenticator | Agent

use based | based g
Tier 1 - Yes Yes N/R N/A
Tier 2 Yes -- N/A Yes Yes
Tier 3 Yes N/A - Yes Yes
8eb6 N/R Yes Yes - N/R
Authenticator
eDirectory N/A Yes Yes N/R -
Agent

KEY:

N/A = Not Applicable

N/R = Not Recommended
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Configuring the R3000 for Authentication

Configuration procedures

When configuring the R3000 server for authentication,
settings must be made in System and Group windows in the
Administrator console.

NOTES: If the network has more than one domain, the first one
you add should be the domain on which the R3000 resides.

The entries described in this section represent entries to be made
on a typical network.

System section

The first settings for authentication must be made in the
System section of the Administrator console in the following
windows: Operation Mode, LAN Settings, Enable/Disable
Authentication, Authentication Settings, Authentication SSL
Certificate (if Web-based authentication will be used), and
Block Page Authentication.

1. Select “Mode” from the control panel, and then select
“Operation Mode” from the pop-up menu.

The entries made in the Operation Mode window will vary
depending on whether you will be using the invisible
mode, or the router or firewall mode.

In the Listening Device frame, set the Listening Device to
“eth0”.

In the Block Page Device frame:

* If using the invisible mode, select “eth1”.
* If using the router or firewall mode, select “eth0”.

2. Select “Network” from the control panel, and then select
“LAN Settings” from the pop-up menu.
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The entries made in this window will vary depending on
whether you are using the invisible mode, or the router or
firewall mode. The LAN 1 and LAN 2 |IP addresses
should usually be in a different subnet.

* If using the invisible mode: For the LAN1 IP (eth0Q)
address, select 255.255.255.255 for the subnet mask.

* If using the router or firewall mode: Specify the appro-
priate IP address and subnet mask in the applicable
fields.

3. Select “Authentication” from the control panel, and then
select Enable/Disable Authentication from the pop-up
menu.

Enable authentication, and then select one of three tiers
in the Web-based Authentication frame:

 Tier 1: Choose this option if you will only be using net
use based authentication for NT or Active Directory
servers.

+ Tier 2: Choose this option if you wish to use timed
Web-based authentication for NT and LDAP domains.
This option gives the user a timed session for his/her
Internet access. After the timed profile expires, the
user will have to log in again if he/she wants to
continue to have Internet access.

 Tier 3: Choose this option if you wish to use persistent
Web-based authentication for NT and LDAP domains.
This option gives the user a persistent network
connection via a pop-up window that keeps the user’s
session open until the window is closed, so the user
does not have to log in repeatedly.

If choosing Tier 2 or Tier 3, enable either 8e6 Authenti-
cator or Novell eDirectory Agent, as appropriate to
your environment.

4. Select “Authentication” from the control panel, and then
select “Authentication Settings” from the pop-up menu.
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In the Settings frame, enter general configuration
settings for the R3000 server such as IP address entries.

In the NIC Device to Use for Authentication field:
* If using the invisible mode: Enter eth?1 (Ethernet 1) as
the device to send traffic on the network.

« If using the router or firewall mode: Enter ethO
(Ethernet 0).

Information should only be entered in the NT Authentica-
tion Server Details frame if the R3000 will use the NT
Authentication method to authenticate users.

. Select “Authentication” from the control panel, and then

select Authentication SSL Certificate from the pop-up
menu. This option should be used if Web-based authen-
tication will be deployed on the R3000 server.

Using this option, you create either a self-signed certifi-
cate or a Certificate Request (CSR) for use by the
Secure Sockets Layer (SSL). The certificate should be
placed on client machines so that these machines will
recognize the R3000 as a valid server with which they
can communicate.

. Select “Control” from the control panel, and then select

“Block Page Authentication” from the pop-up menu.

In the Block Page Authentication window, select the Re-
authentication Options to be used. The items you select
will be listed as options for re-authentication on the
Options page, accessible from the standard block page.
If the “Re-authentication” (NET USE) option is selected,
enter the login script path to be used by the R3000 for re-
authentication purposes.
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Group section

In the Group section of the Administrator console, choose
NT or LDAP, and then do the following:

1. Add a domain from the network to the list of domains that
will have users authenticated by the R3000.

NOTE: If the network has more than one domain, the first one
you add should be the domain on which the R3000 resides.

2. Create filtering profiles for each group within that domain.

3. Set the group priority by designating which group profile
will be assigned to a user when he/she logs in. If a user is
a member of multiple groups, the group that is positioned
highest in the list is applied.

4. Create unique filtering profiles for individual users.
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CHAPTER 2: NETWORK SETUP

Environment Requirements

Workstation Requirements

Administrator

Minimum system requirements for the administrator include
the following:

Windows 98 or later operating system (not compatible
with Windows server 2003)

Internet Explorer (IE) 5.5 or later
JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the R3000
software version)

Java Runtime Environment, if using Tier 3 authentication

End User

Windows 98 or later operating system (not compatible
with Windows server 2003)

Internet Explorer (IE) 5.5 or later
JavaScript enabled
Java Runtime Environment, if using Tier 3 authentication

Pop-up blocking software, if installed, must be disabled
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Network Requirements

* High speed connection from the R3000 server to the
client workstations

 FTP or HTTPS connection to 8e6’s patch server

* Internet connectivity for downloading Java Virtual
Machine—and Java Runtime Environment, if neces-
sary—if not already installed
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Set up the Network for Authentication

The first settings for authentication must be made in the
System section of the console in the following windows:
Operation Mode, LAN Settings, Enable/Disable Authentica-
tion, Authentication Settings, Authentication SSL Certificate
(if Web-based authentication will be used), View Log File
(for troubleshooting authentication setup), and Block Page
Authentication. Entries for customizing the block page and/
or authentication request form are made in the Common
Customization, Authentication Form Customization, and
Block Page Customization windows.

Specify the operation mode

Click Mode and select Operation Mode from the pop-up
menu to display the Operation Mode window:

£ R3000 Enterprise Filter

0] x|
886 R3000 Enterprise Filter
; HOME SYSTEM GROUF LIBRARY REFPORTING HELFP QuUIT
=
= SYSte"} Operation Mode
cantrel System>Maode>Operation Mode
~Metwork Mod
~-dministrator ode
Diagnostics & Invisble ¢ Router ¢ Fireveall
~iilert
~Patch Listening Device Elock Page Device
Synchronization
Mode: ; Device ta send block page Iethl hd
Device |ethd =
~-#uthentication
~MNIC Mode .
Backup/Restore Elock Page Delivery Method
-~ Reset Pratocol Methods:
~Radius Authentication Setting ¢ Send Block Page via ARP Table @ Send Block to Specified Host MAC Address
SR Block Page Route To:
~Hardware Failure Detection
¥ Strikes Blocking @ Default Gateway
~+Zuskomization
€ alternate IP Address ®
Current MAC Address  |00:04:76: 0 0B: 84
Apphy |
| E—
|Host Hame: logo.com |1P: 200,10.100.75 Jtersion: R3000 Enterprise Filter 1,10.10,5
Jawa applet Window

Fig. 2-1 Operation Mode window
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The entries made in this window will vary depending on
whether you will be using the invisible mode, or the router or
firewall mode.

1. In the Mode frame, select the mode to be used: “Invis-
ible”, “Router”, or “Firewall”.

2. In the Listening Device frame, set the Device to “eth0”.
3. In the Block Page Device frame:

* If using the invisible mode, select “eth1”.
« If using the router or firewall mode, select “eth0”.

If using the invisible mode, the Block Page Delivery
Method frame displays. Choose from either of the two
Protocol Methods:

» “Send Block Page via ARP Table” - this option uses the
Address Resolution Protocol method to find the best
possible destination MAC address of a specified host,
usually the R3000 gateway.

+ “Send Block to Specified Host MAC Address” - using
this preferred method, the block page will always be
sent to the MAC address of a specified host, usually
the R3000 gateway.

Choose from either of the two Block Page Route To
selections:

» “Default Gateway” - this option indicates that the
default gateway on your network will be used for
sending block pages.

» “Alternate IP Address” - this option should be used
if block pages are not being served.

Enter the IP address of the router or device that will
serve block pages.

4. Click Apply.
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Specify the subnet mask, IP address(es)

Click Network and select LAN Settings from the pop-up
menu to display the LAN Settings window:

£ R3000 Enterprise Filter =10 x|

886 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

=

S system LAN Settings
o, System>Network>LAN Settings
Administratar Host Nare IREDDDLDAP—nta

+ Diagnastics IP / Mask Setting

--dlert
Patch LA P (eth) 12,34 ! |255.255.255.255j

- Synchronization

- Mode LAz TP (etht) [190.160.20.75 | |esszsson x|
Authentication

- NIC Mode DNS

- Backup/Restore Primary IP 190.160,20.1

--Reset
Radius Authentication Setting Secondary IP

- SHMP

- Hardware Failure Detection Gateway
% Strikes Blocking

- Custamization Gateway P [190,160.20.1

I

|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 2-2 LAN Settings window

The entries made in this window will vary depending on
whether you are using the invisible mode, or the router or
firewall mode.

NOTE: If the gateway IP address on the network changes, be
sure to update the Gateway IP address in this window.
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Invisible mode

For the LAN1 IP (eth0) address, select 255.255.255.255 for
the subnet mask, and click Apply.

Router or firewall mode

1. Enter the following information:

* In the LAN1 IP (eth0) field of the IP/Mask Setting
frame, enter the IP address and specify the corre-
sponding subnet of the “eth0” network interface card to
be used on the network.

* In the LAN2 IP (eth1) field, enter the IP address and
specify the corresponding subnet of the “eth1” network
interface card to be used on the network.

TIP: The LAN1 and LANZ2 IP addresses should usually be placed
in different subnets.

* In the Primary IP field of the DNS frame, enter the IP
address of the first DNS server to be used for resolving
the IP address of the authentication server with the
machine name of that server.

* In the Secondary IP field of the DNS frame, enter the
IP address of the second DNS server to be used for
resolving the IP address of the authentication server
with the machine name of that server.

* In the Gateway IP field of the Gateway frame, enter
the IP address of the default router to be used for the
entire network segment.

2. Click Apply to apply your settings.

NOTE: Whenever modifications are made in this window, the
server must be restarted in order for the changes to take effect.
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Enable authentication, specify criteria

1. Click Authentication and select Enable/Disable Authenti-
cation from the pop-up menu to display the Enable/
Disable Authentication window:

2. Click Enable to enable authentication.

3. Select one of three tiers in the Web-based Authentication
frame:

£ R3000 Enterprise Filker I ] 54|

836 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT

=
= . N
5] System Enable/Disable Authentication
Control e )
- etwork Authentication
- Administrator
- Diagnastics Authentication mode: Enabled Enable | Disable
~dlert
~Patch Weh-based Authentication
Synchronization
Made ' Tier 1: Web-based Authentication disabled (Met Use enabled)
Authentication
~MIC Mode % Tier 2: Use time-based profiles, with time-out {in minutes):  [30
- Backup/Restare
--Resat € Tier 3: Use persistent logins via a Java Applet
~Radius Authentication SeNG | -2 o 2 oie i o amanization with mor than 5000 asers, slowness nay be expedeneed during e
-~ SHMP authentivation process. & this seenadn, S & moomrends waing @i AS000 Filter with #n S5L
Hardware Failure Detection auceledmior cand installed. Please coatzoct Sedfor more infomration.
* Strikes Blocking 8eb Authenticator
Customization & on O Off Download 8e6 Authenticator

#is highly recommended that the fed Authenticstor aption be timed o at 3l tnes.
Novell eDirectory Agent
©on & Off

Sending Keep Alive
& on  OFf Inactive session lifetime (in minutes): 20180

5T [ |

|Host Mame: Toga,com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fikter 1,10,00.24
Jawa Applet Wwindow

Fig. 2-3 Enable/Disable Authentication window
NOTE: See the information on the next pages for details about

each of the tiers, and for the steps that must be executed to
enable your tier selection.
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4. In the 8e6 Authenticator frame, be sure the 8e6 Authen-
ticator is “On"—unless the Novell eDirectory Agent
option will be used instead. When enabling the 8e6
Authenticator option, and then downloading and
installing the 8e6 Authenticator (authenticat.exe) on a
network share accessible by the domain controller or a
Novell eDirectory server, the 8e6 Authenticator automat-
ically authenticates the end user when he/she logs into
his/her workstation.

5. If you have a Novell eDirectory server and the 8e6
Authenticator will not be used, turning “On” Novell
eDirectory Agent will enable end user logon and logoff
events to be logged. To use this option, the LDAP domain
must be set up and activated in the Group tree.

& WARNING: When enabling Novell eDirectory Agent, the agent
will immediately begin scanning Novell eDirectory-based domain
labels.

6. If using Tier 1, in the Sending Keep Alive frame, click
"On" to specify that keep alives should be sent on a
connection to verify whether it is still active. Click "Off" to
specify that the end user's session will be kept alive
based on the number of minutes entered in the text box.

7. Click Apply.
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Net use based authentication

Tier 1: Web-based Authentication disabled (Net Use
enabled) — Choose this option if you will be using net use
based authentication for NT or Active Directory.

1. Click “Tier 1”.

2. In the Sending Keep Alive frame, click the radio button
corresponding to the option to be used:

* “On” - This option specifies that keep alives should be
sent on a connection to verify whether it is still active.

» “Off” - This option specifies that the end user's session
will be kept alive based on the number of minutes
entered in the text box.

In the Inactive session lifetime (in minutes) field,
enter the number of minutes the end user’s session will
be kept alive.

3. Click Apply to open the alert box that confirms your
selection.
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Web-based authentication

Choose either Tier 2 or Tier 3 if Web-based authentication
will be used.

@ NOTE: If selecting either Tier 2 or Tier 3, please be informed that

in an organization with more than 5000 users, slowness may be
experienced during the authentication process. In this scenario,
8e6 recommends using an R3000 Filter with an SSL accelerator
card installed. Please contact 8e6 for more information.

Tier 2: Use time-based profiles, with time-out (in
minutes) — Choose this option if using NT and/or LDAP
authentication, and you want the user to have a time limit on
his/her Internet connection. This option uses an authentica-
tion servlet that lets the user log into either domain with no
persistent connection between the client PC and the R3000.

1. Click “Tier 2”.

2. Enter a whole number for the duration of time the user
will retain his/her Internet connection.

3. Click Apply to open the alert box that confirms your
selection.
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Tier 3: Use persistent logins via a Java Applet — Choose
this option if using NT and/or LDAP authentication, and you
want the user to maintain a persistent network connection.

This option—the preferred method for NT authentication—
opens a profile window that uses a Java applet:

4§ Authenticator - Keep Opel = |EI|1|!

Username: JSmith

Meep this wimdow rmming B0 Emair duthenticated!

Fig. 2-4 Java applet

The profile window must be kept open during the user’s
session in order for the user to have continued access to the
Internet.

NOTE: Tier 3 Authentication requires a current version of Java
Runtime Environment (JRE) on end-users' PCs. In some cases, a
JRE will need to be downloaded and installed on workstations
and the R3000 will allow the JRE download at the time of login.
However some operating systems may require this action to be
performed manually.

1. Click “Tier 3”.

2. Click Apply to open the dialog box that informs you
about the requirement of a current Java Runtime Envi-
ronment (JRE) to be installed on each end user’s work-
station:
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|

Tier 3 Authertication requires a current version of Jawva Runtime Enviranment (JRE) on
end-uzers' PCs. | some cases, a JRE will need to be downloaded and installed on
wyorkstations and the R3000 will allow the JRE dovenload at the time of login, However
sotne opetating systems may require this action to be performed manuslly.

To ensure that the end-users are using the most current version of JRE, chooze the
method for distributing the current version to theit workstations:

 Geb automatically distributes JRE during user login
i administrator manually distributes JRE to user workstations

Continue cancel

Java Applet Window

Fig. 2-5 Tier 3 dialog box

3. To ensure that end-users are using the most current
version of JRE, choose the method for distributing the
current version to their workstations: “8e6 automatically
distributes JRE during user login” or the default selection,
“‘Administrator manually distributes JRE to user worksta-
tions”.

4. Click Continue to open the alert box that confirms your
selection.
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Enter network settings for authentication

1. Click Authentication and select Authentication Settings

from the pop-up menu to display the Authentication
Settings window:

4_R3000 Enterprise Filter =10 =]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT —

[&5 e cati ;
= CV o Authentication Settings
ontrol System . .
Metwork
Administratar The c}mem authentication mode is Enabled
- Diagnostics Settings
Plert R3000 MetBIOS Mame: R3000LDAP-ota
~Patch 1P Address of WINS Server 190.160.250.2
~Synchronization
- Mode virtual IP Address ta Use for Authentication 1,235
Authentication MIC Device to Use for Authentication ethl
MIC M)
Appl
Backup/Restare
- Reset NT Authentication Server Details
- Radius Authentication Setting
- SNMP Hame of Domain qc
~Hardware Failure Detection | pr etpros Mame 2000ADNATIVE
-3 Strikes Elocking
Customization PDC IP Address 190,160.250.2
Adrinistrator Usernamne Adminiskr atar
Adrinistrator Passward EEEEREE

Warning! If valwes In Domain Detalls section change, please click join Domain o mate the
changes take effect

Save Join Dornsin
[ [ | Lo | Dot |

JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1.10.00.24
Jawa Applet wWindow

Fig. 2-6 Authentication Settings window

In the Settings frame, at the R3000 NetBIOS Name field
the NetBIOS name of the R3000 displays. This informa-
tion comes from the entry made in the Host Name field of
the LAN Settings window.

. Inthe IP Address of WINS Server field, if using a WINS

server for name resolution, enter the |IP address of each
Windows DNS server to be filtered by this R3000, with a
space between each IP address.
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3. In the Virtual IP Address to Use for Authentication
field,1.2.3.5 displays by default. If using Tier 1 or Tier 3,
enter the IP address that from now on will be used for
communicating authentication information between the
R3000 and the PDC. This must be an IP address that is
not being used, on the same segment of the network as
the R3000.

WARNING: If the IP address entered here is not in the same
subnet as this R3000, the net use connection will fail.

4. In the NIC Device to Use for Authentication field:

« if using the invisible mode, enter eth? (Ethernet 1) for
sending traffic on the network—in particular, for trans-
ferring authentication data.

« if using the router or firewall mode, enter eth0
(Ethernet 0).

5. Click Apply to apply your settings.

NOTE: If using the NT authentication method, you will later return
to this window to join the domain. See the section on Join the NT
domain in Chapter 3: NT Authentication Setup for information
about these procedures.
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Create an SSL certificate

Authentication SSL Certificate should be used if Web-based
authentication will be deployed on the R3000 server. Using
this feature, a Secured Sockets Layer (SSL) self-signed
certificate is created and placed on client machines so that
the R3000 will be recognized as a valid server with which

they can communicate.

Click Authentication and select Authentication SSL Certifi-
cate from the pop-up menu to display the Authentication

SSL Certificate window:

£ R3000 Enterprise Filter

866 R3000

HOME S¥STEM GROUP LIBRARY REFORTING

=101 x|

Enterprise FiI!er

HELF auir

- Synchronization

= — ,
B system Authentication SSL Certificate
--Control Systen: icati ication SSL Certificate
Network & i ith cl
- dalministrator The R3000 uses a S5L certificate bo secure its communications with clients for Wweb-based

Authentication, After creating a self-signed certificate or a Certificate Request (CSR), the DMS name of

-+ Diagrostics the R3000 should not be changed. IF the DHS name changes, & new certificate must be created and
Alert possibly added to each client workstation's trusted certificate list.
--Patch

Self Signed Certificate I Third Party Certificate I Download|View/Delste Certificate |

Create Self Signed Certificate to generate a self-signed 551 certificate for the R3000,

Create Self Signed Certificate

---BackupjRestore

Reset
--Radius Authentication Setting
- SHMP

Hardware Failure Detection
-1, Strikes Blocking
++-iCuskomization

JEN [E— |

|Host Mame: loga,cam [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 2-7 Authentication SSL Certificate window

This window is comprised of three tabs: Self Signed Certifi-
cate, Third Party Certificate, and Download/View/Delete
Certificate. These tabs are used to create, view, and/or
delete self-signed or third party SSL certificates.
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Create, Download a Self-Signed Certificate

1. On the Self Signed Certificate tab, click Create Self
Signed Certificate to generate the SSL certificate.

2. Click the Download/View/Delete Certificate tab:
ol
866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT —

[—
D System Authentication SSL Certificate

ool System>Authentication>Authentication SSL Certificate
Adrministrator The R3000 uses a 551 certificate to secure its communications with clients For Web-based
D " Authentication. After creating a self-signed certificate or & Certificate Request (CSR), the DNS name of
lagnostics the R3000 should not be changed. IF the DNS name changes, & new certificate must be created and
“lert possibly added to each client workstation's brusted certificate st,
~Patch
. Synchronization Self Signed Certificate | Third Party Certificate  Download|View/Delete Certificate |
-~ Mods lick Download)View Certificate to save 5 copy of the R3000's current S5L certificate File to yaur

Authentication workstation, This will allow wou to obtain the R3000' certificate so yvou can distribute it ko disnt
MIC Made workstations,

Backup/Restare
- Reset Click Delete Certificate to erase the R3000' current 551 certificate, This should be done OMLY if the
DNS name of the R3000 has changed. After deleting the current certificate, vou will need to create 5
-~ Radius Authentication Setting new certificate or CSR. and distribute it to any workstation that will use the R3000's Web-based
~SHMP Authentication.
~Hardware Failure Detection
~¥ Strikes Blocking Downloadview Certificate Delete Certificate

Cuskomization

[ [ |
| Host Mame: loga.com [1P: 200.10.100.75 [version: R3000 Enkerprise Filter 1,10.00.24
Jawa Applet wWindow

Fig. 2-8 Download/View/Delete Certificate tab

3. Click Download/View Certificate to open the File Down-
load dialog box where you indicate whether you wish to
Open and view the file, or open the Save As window so
that you can Save the SSL certificate to a specified folder
on your workstation.

NOTE: While the SSL certificate can be downloaded on a Macin-
tosh computer, the best method to import the certificate is via the
Authentication Request Form, when prompted by the Security
Alert warning message to add the certificate to the trusted certifi-
cate store.
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Once the certificate is saved to your workstation, it can
be distributed to client workstations for users who need
to be authenticated.

TIP: Click Delete Certificate to remove the certificate from the
server.

Create, Upload a Third Party Certificate

Create a Third Party Certificate
1. Click the Third Party Certificate tab:
1ol =i

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT —

5] Syst icati i
& System Authentication SSL Certificate
Ezt”:;r'k System>=Authentication>Authentication SSL Certificate

Adrministrator The R3000 uses a 551 certificate to secure its communications with clients For Web-based
Authentication. After creating a self-signed certificate or & Certificate Request (CSR), the DNS name of

- Diagnostics the R3000 should not be changed. IF the DNS name changes, & new certificate must be created and
~Plert possibly added to each client workstation's brusted certificate st,
~Patch
- Synchranization Self Signed Certfficate  Third Party Certificate | Download View(Delete Certificate |
-~ Mods i_reate a Third Party Certificate Request (CSR):
Authentication Click Create CSR to generate a request for a Third Party Certificate Authority,
MIC Made Click Download)view CSR ta display the existing request for download.
Backup(Restare Click Upload Certificate to save the completed Third Party Certificate to the R3000,
Re Click Delete SR bo clear the initial CSR request,
~Reset
- ';:;‘:5 Authentication Setting Create C5R Downloadiiew C5R Upload Certficate Delete C5R
~Hardware Failure Detection
-3 Strikes Elocking
Cuskomization
[ [ |
JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1.10.00.24

Jawa Applet wWindow

Fig. 2-9 Third Party Certificate tab

NOTE: If a third party certificate has not yet been created, the
Create CSR button is the only button activated on this tab.
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2.

8.
9.

Click Create CSR to open the Create CSR pop-up
window:

Create CSR x|
Camimon Name (Host Name) RI000LDAP-ota

Email Address pichnson@logo.com

Crganization LOGO

Crganization Unit Inc:

Locality Crange

State or Province Californiz

Country (2 character country code)|US

Java Applet Window

Fig. 2-10 Create CSR pop-up window

The Common Name (Host Name) field should automat-
ically be populated with the host name. This field can be
edited, if necessary.

. Enter your Email Address.

. Enter the name of your Organization, such as 8e6

Technologies.

Enter an Organizational Unit code set up on your
server, such as Corp.

. Enter Locality information such as the name of your city

or principality.

. Enter the State or Province name in its entirety, such as

California.
Enter the two-character Country code, such as US.

Click Create to generate the Certificate Signing Request.

NOTE: Once the third party certificate has been created, the
Create CSR button displays greyed-out and the Download/View
CSR, Upload Cettificate, Delete CSR buttons are now activated.
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Upload a Third Party Certificate

1. Click Upload Certificate to open the Upload Signed SSL
Certificate for R3000 pop-up window:

3 Upload Signed SSL Certificate for R3000 - Micro:

J File  Edit Wiew Favortes Tools Help |

J =Bk - = - ) fat | Qsearch [GFavories Medi Qsl »

JAddress I@ http:n’zDD.lD‘IDD.FS:SBJ‘seNIetJ’com.rEDDU.sarverj ﬁGD “ Links ”|

[

Upload Signed 88L Certificate for R3000

File Browse Upload File |

El
|§'| Upload Signed S5L Certificate Far R3000 ’_ ,_ ,_ “ Internet 4

Fig. 2-11 Upload Signed SSL Certificate box

The Message dialog box also opens with the message:
"Click OK when upload completes."

@ TIP: Click Cancel in the dialog box to cancel the procedure.

2. In the Upload Signed SSL Certficate for R3000 pop-up
window, click Browse to open the Choose file window.

3. Select the file to be uploaded.
4. Click Upload File to upload this file to the R3000.

5. Click OKin the Message dialog box to confirm the upload
and to close the dialog box.
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Download a Third Party Certificate

1. In the Authentication SSL Certificate window, click
Download/View CSR to open a pop-up window
containing the contents of the certificate request:

) hit ey F00. 10, 100 TSRE /Serviet/com. F3000Lsereruposd. Do AR reviet 7oh = [=TE|
Fle Bl Vew Faoodes Took Helo | @ |

| wie - s - @ E | @seeth aarseontss Bwds 3 D D H

| Ackdress [ 4] berp {20010, 1060 75 oo, 3000, serves 1pksad puthCer | PGa | |Liks

BEGTH CERTTFICATE REQUEST

HIIEDDCCATR: AJBQNVEAYTALVTI . 3 y

HOEWDOYDY CORERI PomF U2 DeD D ARBQMVE Lo TAZ 1N ENNASS LI TEC KD RIS NS Ew

Hy MGk YXALLI RELaF AL 1 h1N i

DGRTAGY ADGUZLativ TCBnE AEF AAOBIQARGYRCIYE A Tec 19

BrqriSunZays L EawlfeeG T/ mT4 TYESZI8 0TS quplqibén
: §0e 1 StEFuT D Lo bl S £Vl

FAElE2a1/ Tum7ne § | THELANRPOP IR GeL 20 A0 AUE A An A ANADGCS QS Th3HORRRANA

A4GELIVELZE I+omTH JNLWep MgV icShl Rx3cMv+ItUn
AUSac 1o 1R TaVdnt RSt km By 1T RUEGREBLEE ShaynF AyLbw+ALT 52 v ivib
LEBEERTY JTms BARROS § 2k Lu st £ WD X K e Sg VS UL/ S

===--END CERTIFICATE REQUEST-----

] Derm 1 [ ket

Fig. 2-12 Download CSR pop-up window

3L

2. Click the “X” in the upper right corner of the window to
close it.

@ TIP: Click Delete CSR to remove the certificate from the server.
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View log results

Use the View Log File window if you need to troubleshoot
any problems with the authentication setup process.

1. Click Diagnostics and select View Log File from the pop-
up menu to display the View Log File window:

£, R3000 Enterprise Filter (=S

866 R3000 Enterprise Filter
— HOME | SYSTEM | GROUP | LIBRARY ~ REPORTING | HELP | QuUIT —=)
ﬁ System

View Log File
Systemn>Diagnostics>View Loy File
Log File Details

~Contral

Log File [Whatch Log (wbwatch.log) =1

Last Number of Lines [15p

~Synchronization
~Mode
- Authentication
~MIC Mode

Backup/Restore

Reset

Radius Authentication Setting
-~ SHMP
~Hardware Failure Detection
-~ Strikes Blacking
~Customization

K1 [ Y |
|Hest Mame: loge.com |1P: 200,10,100.75 [version: R3000 Enterprise Fiter 1.10.00.24
Java Applet Window

Fig. 2-13 View Log File window

NOTE: In this user guide, only authentication options will be
addressed. For information about all other options, see the View
Log File window in the R3000 User Guide.

2. In the Log File Details frame, select the type of Log File
to view:

» “User Name Log (usage.log)” - used for viewing the
time and date a user logged on and off the network,
along with the user's profile information.
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* “Wbwatch Log (wbwatch.log)” - used for viewing
messages on attempts to join the domain via the
Authentication Settings window.

» “Authentication Log (AuthenticationServer.log)” - used
for viewing information about the authentication
process for users, including SEVERE and WARNING
error messages.

+ “Admin GUI Server Log (AdminGUIServer.log)” - used
for viewing information on entries made by the admin-
istrator in the console.

» “eDirectory Agent Debug Log (edirAgent.log)” - used
for viewing the debug log, if using eDirectory LDAP
authentication.

» “eDirectory Agent Event Log (edirEvent.log)” - used for
viewing the event log, if using eDirectory LDAP
authentication.

3. Choose the Last Number of Lines to view (100-500)
from that file.
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4. Click View to display results in the Result pop-up
window:

4 _R3000 Enterprise Filter i (=3
896 R3000 ~_ Enterprise Filter |
View Log File o
System>Diagnostics>View Log File
Result :

Tue Jul 15 12:11:14 2Z006: The R3000 has successfully joined the domain.

[1ava Applet window

Fig. 2-14 View Log File Result pop-up window

5. Click the “X” in the upper right corner of the pop-up
window to close it.
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Specify block page settings

Click Control and select Block Page Authentication from the
pop-up menu to display the Block Page Authentication
window:

£ R3000 Enterprise Filter =101 x|

866 R3000 Enterprise Filter

HOME S¥STEM GROUP LIBRARY REFORTING HELF‘_ auir

Block Page Authentication
System>Control>Block Page Authentication

--Administrator Details

-~ Diagnastics Re-guthentication Cptions
Alert

-Patch

~Synchronization
- Mode Logon Script Path e \computername|sharepath [R3000LDAP-otalnetlogon
Authentication
-NIC Mode
--BackupjRestore
Reset
--Radius Authentication Setting
- SHMP
--Hardware Failure Detection
% Strikes Blocking
--uskomization

4 R

|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 2-15 Block Page Authentication window
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Block Page Authentication

1. In the Re-authentication Options field of the Details
frame, all block page options are selected by default,
except for Web-based Authentication. Choose from the
following options by clicking your selection:

* Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for NT or LDAP authenti-
cation methods.

* Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

* Override Account - select this option if any user has
an Override Account, allowing him/her to access URLs
set up to be blocked at the global or IP group level.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.

NOTE: See the R3000 User Guide for information about the
Override Account feature.

2. If the “Re-authentication” option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the R3000 will use when re-authenticating users on
the network, in the event that a user's machine loses its
connection with the server, or if the server is rebooted.
This format requires the entry of two backslashes, the
authentication server’s computer name (or computer IP
address) in capital letters, a backslash, and name of the
share path.

3. Click Apply to apply your settings.
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Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

< 8e6 R3000 - Microsoft Internet Explorer -0l x|
J File Edt Wiew Favorites Tools Help |

J GBack + = v (D ﬁ| Qisearch [GFavories £ History | B\ S -

J Address I@ w,Coors, comEIP=200, 10,100, 75: 61 &CAT=ALCO&ISER =L OGO Domain % 20admins \GLANG j @Go |J Links ¥

B
ACCESS DENIED! HELP

Internet to the requested wehsite has been ied based on your user profile
and organization's Internet Usage Policy.

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101140

Category:  Alcohol
Requested URL:  http fwewewe coors.comd

For further options, click here.

To submit this blocked site for review, click here. For assistance, contact your Administrator.
Seb R3000 Internet fitering provided by Se6 Technologies. Copyright 2003, Al rights reserved.

a

&1 [ [ meernet
Fig. 2-16 Block page

NOTES: See Block Page Customization for information on
adding free form text and a hyperlink at the top of the block page.
Appendix D: Create a Custom Block Page from the R3000 User
Guide for information on creating a customized block page using
your own design.
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User/Machine frame

By default, the following data displays in the User/Machine
frame:

* User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

» Blocked URL field - The URL the user attempted to
access displays.

Standard Links

By default, the following standard links are included in the
block page:

* HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

84 8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE



CHAPTER 2: NETWORK SETUP SET UP THE NETWORK FOR AUTHENTICATION

Optional Links

By default, these links are included in the block page under
the following conditions:

* For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field in the Block Page Authentication
window. Clicking this link takes the user to the Options
window, described in the Options page sub-section that
follows.

* To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 85



CHAPTER 2: NETWORK SETUP  SET UP THE NETWORK FOR AUTHENTICATION

Options page

The Options page displays when the user clicks the

following link in the block page: For further options, click
here.

4} 8e6 R3000 - Microsoft Internet Explorer =10] x|
J File Edt Yiew Favorites Tools Help |

J HBack ~ = - @ ﬁ| @Search (Gl Favarites @Histnry | %v = e E

| address [@1 hetp:ff200.10.100,75:681cqifblock cai | @ |JL\nks »
=l
OPTIONS HELP

UserMachine: LOGOWDomain Admins\GLANG
1P 20010101140

Category:  Alcohol
Requested URL: kit dhwovewy . coors.comd

Option 1:  Click here for secure \Weh-hased authertication.
Option 2:  [f the above profile is incorrect or there has been an errar, you can:

» Re-start your system and re-login or
» Try re-authenticating your user profile

Option ¥ If you have an override account, enter your username and password.

Username: I

Password: I Qwerride

IWarning! The overvide acconnt aption will not function if antipapds soiware s instalied an
your system.

Rl

|&7 pone l_l_lo Inkernet
Fig. 2-17 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

» BACK and HELP links
* User/Machine frame contents

The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
the Block Page Authentication window.
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Option 1

Option 1 is included in the Options page if “Web-based
Authentication” was selected at the Re-authentication
Options field in the Block Page Authentication window. The
following phrase/link displays:

Click here for secure Web-based authentication.

When the user clicks the link, the Authentication Request
Form opens:

T Internet iccess Authenticstion - Microsedt Intemnet Explorer = (=15
| B Edt Vew Fovortes Took Hep =
| sagack « = - @ [ A | Pseach [SiFavorkes (Proory | Dh- ol H

| ks [) bt 5000, o Joc b 60 L utheenticationSenven iukheriic stion orm, g HUBL=152. 168,20, 10fnden. bimia =1 52. 160, 20 00MCAT=SPORTSMSER-CEPALT =] (P68

=]

WEB ACCESS AUTHENTICATION HELE

Please log in to sccess the Internet,

o 15 [ et
Fig. 2-18 Authentication Request Form

@ NOTE: See Authentication Form Customization for information

on adding free form text and a hyperlink at the top of the Authen-
tication Request Form.
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Option 2

The following phrase/link displays, based on options
selected at the Re-authentication Options field in the Block
Page Authentication window:

Re-start your system and re-login - This phrase
displays for Option 1, whether or not either of the Re-
authentication Options (Re-authentication, or Web-
based Authentication) was selected in the Block Page
Authentication window. If the user believes he/she was
incorrectly blocked from a specified site or service, he/
she should re-start his/her machine and log back in.

Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

-

LSl gic

netlo\.gon

This folder is Online.

Select an ikem ko view its
description.

Metwork Logon Script s

Capacity: 3.99 GE
O used: 2.26 GB
O Free: 1.72 GB

]
Fig. 2-19 Re-authentication option

The user should click the logon.bat icon to run a script
that will re-authenticate his/her profile on the network.
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Option 3

Option 3 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field in the Block Page Authentication window.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
sub-group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control window.
This window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.

NOTES: See Appendix F: Override Pop-up Blockers for informa-
tion on how a user with an override account can authenticate if a
pop-up blocker is installed on his/her workstation.

See the R3000 User Guide for information about the Override
Account feature.
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Common Customization

Common Customization lets you specify elements to be
included in block pages and/or the authentication request
form end users will see.

Click Customization and then select Common Customiza-
tion from the pop-up menu to display the Common Custom-
ization window:

£ R3000 Enterprise Filter — = x|
866 R3000 Enterprise Filter
; HOME SYSTEM GROUP LIBRARY REFORTING HELFP QuUIT .
=
= P
=) 5*’5“3”‘ Common Customization
Control System>Ci ization>Common C
- Metwork, Detail
Adrministratar etalls
-+ Diagnastics Username Display & on i OFf
--dlert
- Patch IP Address Display = on i Off
Synchranization Cateqory Display * on i Off
--Mode
.futthentication Elocked URL Display * On i OFF
MIC Mode "
Copyright Displa @ 0n " off
-BackupjRestore Ping P
- Reset Title Display + On i Off
---Radius Authentication Setting .
Shvp Help Display = On i OFf
-Hardware Failure Detection Help Link Text IHELP
- Strikes Blocking Help Link URL Ihttp:Nwww.836.cumfts:hsuppurtp’dsnisdrespunse‘htm\
Cusko .
Submission Review Display = On i Off
Submission Email Address Iadm\n@cumpany.:um
Restore Default | Apphy I
o 7
|Host Mame: loga,cam |1P1 200.10,100.75 [version: R3000 Entetprise Fiter 1,10,10.5
Java Applet "Window

Fig. 2-20 Common Customization window

By default, in the Details frame all elements are selected to
display in the HTML pages, the Help link points to the FAQs
page on 8e6's public site that explains why access was
denied, and a sample email address is included for adminis-
trator contact information. These details can be modified, as
necessary.
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Enable, Disable Features

1. Click “On” or “Off” to enable or disable the following
elements in the HTML pages, and make entries in fields
to display customized text, if necessary:

Username Display - if enabled, displays “User/
Machine” followed by the end user’s username in block
pages

IP Address Display - if enabled, displays “IP” followed
by the end user’s IP address in block pages

Category Display - if enabled, displays “Category”
followed by the long name of the blocked category in
block pages

Blocked URL Display - if enabled, displays “Blocked
URL” followed by the blocked URL in block pages

Copyright Display - if enabled, displays 8e6 R3000
copyright information at the footer of block pages and
the authentication request form

Title Display - if enabled, displays the title of the page
in the title bar of the block pages and the authentica-
tion request form

Help Display - if enabled, displays the specified help
link text in block pages and the authentication request
form. The associated URL (specified in the Help Link
URL field described below) is accessible to the end
user by clicking the help link.

NOTE: If enabling the Help Display feature, both the Help Link
Text and Help Link URL fields must be populated.

Help Link Text - By default, HELP displays as the help
link text. Enter the text to display for the help link.
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* Help Link URL - By default, http.//www.8e6.com/tech-
support/deniedresponse.html displays as the help link
URL. Enter the URL to be used when the end user
clicks the help link text (specified in the Help Link Text
field).

« Submission Review Display - if enabled, displays in
block pages the email address of the administrator to
receive requests for a review on sites the end users
feel are incorrectly blocked. The associated email
address (specified in the Submission Email Address
field described below) is accessible to the end user by
clicking the click here link.

NOTE: If enabling the Submission Review Display feature, an

email address entry of the designated administrator in your orga-
nization must be made in the Submission Email Address field.

* Submission Email Address - By default, admin
@company.com displays in block pages as the email
address of the administrator to receive feedback on
content the end user feels has been incorrectly
blocked. Enter the global administrator's email
address.

2. Click Apply to save your entries.
@ TIP: Click Restore Default to revert to the default settings.
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Authentication Form Customization

To customize the Authentication Request Form, click
Customization and select Authentication Form from the

pop-up menu:

4_R3000 Enterprise Filker P ]
866 R3000 Enterprise Filter
— HOME SYSTEM GROUF LIBRARY REFPORTING HELP QauiT —
@ — —
S system Authentication Form Customization
+ Control System>C| izati ication Form C
Network .
---fdministrator Details
---D:aqnostics Header | WEE ACCESS AUTHENTICATION
Alert
..Pakch Please log in to access the Internet
~Synchronization
---Maode Description
Authentication
-NIC Mode
--BackupjRestore
Reset Link Text |
;::I:gs Authentication Setting Lk LRL I
--Hardware Failure Detection
i Strikes Blocking
g _ustomization

Restore Default Preview | Apply I
JE1 [ |
|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 2-21 Authentication Form Customization window

NOTE: This window is activated only if Authentication is enabled
via System > Authentication > Enable/Disable Authentication,
and Web-based Authentication is specified.

@ TIP: An entry in any of the fields in this window is optional, but if
an entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.
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1. Make an entry in any of the following fields:

* |n the Header field, enter a static header to be
displayed at the top of the Authentication Request
Form.

* In the Description field, enter a static text message to

be displayed beneath the Authentication Request
Form header.

* Inthe Link Text field, enter text for the link's URL to be
displayed beneath the Description in the Authentica-
tion Request Form, and in the Link URL field, enter the
corresponding hyperlink in plain text using the http:// or
https:// syntax.

Any entries made in these fields will display centered in
the Authentication Request Form, using the Arial font

type.
2. Click Apply.

TIP: Click Restore Default to revert to the default text in this
window.
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Preview Sample Authentication Request Form

1. Click Preview to launch a separate browser window
containing a sample Authentication Request Form,
based on entries saved in this window and in the
Common Customization window:

ol
[| Fie Edt View Favorites Took Help ‘
ek - o= - ([0 A Doearch GaFavertes Fiveda 4 | By & =1
Address €] hitps:/(200.10,100,75:8081 féuthenticationServer PreviewAuthenticatiorForm.jsp x| e H"‘”"‘ ”l
=

WEB ACCESS AUTHENTICATION
Please log in to access the Intemet

ion Login

username : ||

Password:

Domain |LOGSYS (NT) =
Alias [Disabled -]

Log In |

626 R3000 Internet fitering provided by Ge6 Technologies. Copyright 2005, A1l rights reserved

S|

|&] bore [ [& @ nemet

Fig. 2-22 Sample Customized Authentication Request Form

By default, the following data displays in the frame:

» Username field - The username displays.
+ Password field - The user’s IP address displays.

* Domain field - All LDAP domain names set up on the
R3000 display in the pull-down menu.

+ Alias field (optional) - All alias names associated with
the LDAP domain specified in the field above display in
the pull-down menu, if the account names were
entered for that LDAP domain.
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By default, the following standard links are included in
the Authentication Request Form:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

2. Click the “X” in the upper right corner of the window to
close the sample Authentication Request Form.

TIP: If necessary, make edits in the Authentication Form Custom-
ization window or the Common Customization window, and then
click Preview in this window again to view a sample Authentica-
tion Request Form.
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Block Page Customization

To customize the block page, click Customization and select
Block Page from the pop-up menu:

ISTE
886 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

ﬁ System H 1
= 2 Block Page Customization
- cantral System>Customization>Block Page C

--Metwork .
Administrator Details

- Diagnostics Header IACCESS DEMIED!
--dlert
Patch Internet access to the regquested website

- Synchronization has been denied based on your user

- Mode Description profile and organization's Internet Usage
Authentication Folicy.

--NIC Mode

- Backup/Restore

- Reset Link Text |
Radius Authentication Setting

- SHMP

--Hardware Failure Detection
% Strikes Blocking

L tion

Link LRL |

_| Restore Default Preview | Apply I
Al 3

[Host Mame: loga,com [Py 200,10, 100,75 [Version: RE000 Enterprise Fiter 1,10,10.5

Java Applet Window

Fig. 2-23 Block Page Customization window

NOTE: See Appendix D: Create a Custom Block Page from the
R3000 User Guide for information on creating a customized block
page using your own design.

@ TIP: An entry in any of the fields in this window is optional, but if
an entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.
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1. Make an entry in any of the following fields:
* |n the Header field, enter a static header to be
displayed at the top of the block page.

 In the Description field, enter a static text message to
be displayed beneath the block page header.

* In the Link Text field, enter text for the link's URL to be
displayed beneath the Description in the block page,
and in the Link URL field, enter the corresponding
hyperlink in plain text using the http.// or https:// syntax.

Any entries made in these fields will display centered in
the customized block page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default to revert to the default text in this
window.
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Preview Sample Block Page

1. Click Preview to launch a separate browser window
containing a sample customized block page, based on
entries saved in this window and in the Common
Customization window:

/J 8e6 R3000 - Microsoft Internet Explorer -10] x|
Fle Edt View Favortes Tools Help |
dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address [{€] http:/J200.10.100 75:81 feqiblock. cqirURL=http: ffwiw. test.comfBIP=11 1111, 111,11 1BCAT=Block%20CateqoryBUSEF ¥] (¥ Go “Lmks ”‘
ACCESS DENIED! HELP.
Internet access to the requested website has been denied hased on your user profile and
organization's Internet Usage Policy.
UserMachine: Your Mame
P 11110111111
Category: Black Category
Blocked URL:  hitp: v 85t coms
For further options, click here.
To submit this blocked site for review, click here. For assi contact your
56 R3000 Internet filtering provided by Be6 Technologies. Copyright 2005. Al rights reserved
| &) Done [ [ |4 miemet v

Fig. 2-24 Sample Customized Block Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the block page:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page
under the following conditions:

* For further options, click here. - This phrase and link
is included if any option was selected at the Re-
authentication Options field in the Block Page Authen-
tication window. Clicking this link takes the user to the
Options window, described in the Options page sub-
section.

* To submit this blocked site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

2. Click the “X” in the upper right corner of the window to
close the sample customized block page.

TIP: If necessary, make edits in the Block Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample block page.
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CHAPTER 3: NT AUTHENTICATION
SETUP

NOTE: If you are running a Windows 2000 or Windows 2003
Server and are using the NTLM authentication protocol, then you
need to make SMB Signing “not required.” See Appendix D:
Disable SMB Signing Requirements for steps on how to disable
SMB Signing restrictions.

Join the NT Domain

Click Authentication and select Authentication Settings from
the pop-up menu to display the Authentication Settings
window:

£ R3000 Enterprise Filker 1 ]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT .

=
= _ .
S system Authentication Settings
---Control Sustam: o N
--Metwork,
administrator The c.urrent authentication mode is Enabled.
- Diagnastics Settings
~-hlert RE000 NetBIOS Mame: R3000LDAP-ota
Patch [P Address of WINS Server 190.160.250.2
Synchronization o
- Mode Wirtual IP Address to Use for Authentication 1.2,3.5
s thentication MNIC Device ko Use For Authentication ethl
MIC Mode
Appl
-BackupjRestore
- Reset NT Authentication Server Details
---Radius Authentication Setting
SHMP Marne of Domain C
- Hardware Pailure Defection | onc etg10s Hame 2000aonATIvE
-, Strikes Blocking
Custamization PDC IP Address 190.160.250.2
Administrator Username Administrator
Administrator Password EREREEA

Warning! Ifvalues in Domain Detalis section change, piease click Join Domaln o make ihe
changes take effect.

Save Join Domain
e — e | Do |

|Host Mame: laga.com |1P+ 200.10,100.75 Jversion: R3000 Enterprise Filter 1.10,00.24
Java Applet Window

Fig. 3-1 Authentication Settings window
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Information should only be entered in the NT Authentication
Server Details frame if the R3000 will use the NT Authenti-
cation method to authenticate users.

NOTE: The following Windows servers are supported by the
current version of authentication: NT 4.0 SP4 or later, Mixed
Mode 2000, and 2003. A Windows 2003 server may require
changes to the default settings for SMB signing to allow commu-
nications.

The account that is provided for accessing the Windows
server must have the administrative rights to add a machine
account to the specified domain on the R3000. This require-
ment ensures the R3000 will be able to authenticate users
from the Windows domain.

1. Enter the alphanumeric Name of Domain on which this
server resides, using capital letters.

2. Using capital letters, enter up to 15 alphanumeric charac-
ters of the PDC NetBIOS Name, which is the computer
name of the authentication server, or Primary Domain
Controller.

3. Enter the PDC IP Address, which is the authentication
server's |P address.

4. Enter the Administrator Username and Administrator
Password. This account used for joining the domain
must have administrator privileges.

5. Click Join Domain to save your entries and to submit a
request for the R3000 to join the domain.

TIP: If entries in the NT Authentication Server Details frame are
modified after joining the domain, you must join the domain
again.

NOTE: Click Save if you are only pre-configuring the box. This
option lets you save credentials without re-entering the informa-
tion each time the domain is joined, or if the R3000 gets out of
sync with the Primary Domain Controller.

8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE



CHAPTER 3: NT AUTHENTICATION SETUP CREATE AN NT DOMAIN

Create an NT Domain

Atfter joining the domain, go to the Group section of the
console and add an NT domain that contains entities to be
authenticated.

Add an NT domain

1. Click NT in the control panel to open the pop-up menu,
and select Add Domain to open the Create Domain
Controller dialog box:

Create Domain Controller x|

Domain Name
Dormain Cortroller
P Adcress
Uzertatne
Pazsyvard

Confirm Pazsward

eled
2000 native
190.160.250.2

adtminiztrator

EERFERRES

EERFERRES

Apply Cancel |

Jawva Applet Window

Fig. 3-2 Create Domain Controller

2. In the Domain Name field, enter the name of the domain
on which the R3000 resides, using capital letters.

NOTE: The Domain Name must be the same name entered in
the Authentication Settings window’s Name of Domain field.

3. In the Domain Controller field, enter the name of the
authentication server for the domain.

4. Enter the domain controller’s IP Address.

5. In the UserName field, enter the username of the admin-
istrator.

6. Enter the password in the Password and Confirm Pass-
word fields.
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7. Click Apply to add the domain to the tree.

Refresh the NT branch

Click NT in the control panel to open the pop-up menu, and
select Refresh whenever changes have been made in this
branch of the tree.
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View or modify NT domain details

Domain Settings

1. Double-click NT in the control panel to open the NT
branch of the Group tree. Select the NT domain you
added, and choose Domain Details from the pop-up
menu to display the default Settings tab of the NT
Domain Details window:

S
866 R3000 Enterprise Filter |
B HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT
? Dqu\uhal Gap Sethings | Default Rulel
Hr Domain Settings
B a8 T Group>NT>QC>Domain Settings
L g% LOGSYS
-y oc | !
o LoAp Daornain Manme |QC
Contraller [2000adnative
IF Address [ran 160250 2
User Mame [admiistrator
Password I«««««mr
Confirm Password I
Modify
|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 3-3 NT Domain Details window, Settings tab
NOTE: To enter profile information for NT groups and users once

domain settings are established, see Set up NT Domain Groups,
Members.
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2. For the Domain Settings:

* The Domain Name entered in the Create Domain
Controller dialog box displays greyed-out and cannot
be modified.

» The following fields can be modified: name of the
domain Controller, IP Address, User Name, Pass-
word, and Confirm Password.

Whenever criteria on this tab is modified:

a. The password from the Password field must be
entered in the Confirm Password field for verification.

b. Click Modify to apply your settings.
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Default Rule

1. Click the Default Rule tab to display the Default Rule
settings of the NT Domain Details window:

£ R3000 Enterprise Filter I ] 54|
886 R3000 Enterprise Filter.
B HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
g Group‘ el Settings  Default Ruls |
B Global Group
= g * Default Rule
g NT Group>NT>QC>Defaull Rule
| % LOGSYS
ERY |
gl LDaR Default Rule Rulell Minimum Filtering Level =]
Default Redirect URL ¥ Default Block Page
€ Custam URL: I
Filter Cptions [ & strikes Blocking
[~ Googleftahoo! Safe Search Enforcement
[ Search Engine Keyword Filter Contral
™ URL keyward Filker Control
I~ Extend URL keyword Fiker Contral
Modify
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 3-4 NT Domain Details window, Default Rule tab

2. For the Default Rule:

* “Rule0, the Minimum Filtering Level” displays by
default as the Default Rule. If this rule is used, it will be
applied to all groups and members in the NT domain
without a filtering profile established.

+ “Default Block Page” is selected by default as the
Default Redirect URL. If the default block page is
used, it will be applied to all groups and members in
the NT domain without a filtering profile established. If
“Custom URL” is selected, a URL must be entered in
the corresponding text box.
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* Filter Options that have been selected display check
marks in corresponding checkboxes for “X Strikes
Blocking”, “Google/Yahoo! Safe Search Enforcement”,
“Search Engine Keyword Filter Control”, “URL
Keyword Filter Control”, and “Extend URL Keyword

Filter Control”.

Whenever criteria on this tab is modified, click Modify to
apply your settings.

Delete an NT domain

To delete a domain profile, choose Delete from the NT
domain menu. This action removes the domain from the
tree.
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Set up NT Domain Groups, Members

In the control panel, the NT domain branch of the tree menu
includes options for setting up groups and/or members in
the domain so that filtering profiles can later be created. The
following options are used in this setup process: Select
Group/Member from Domain, Set Group Priority, Manually

Add Member, Manually Add Group, and Upload User/Group
Profile.

Add NT groups, members to the tree

Before you can create filtering profiles for groups and/or

members in a domain, you must first add the groups and/or
members to the tree list for that domain.

£ R3000 Enterprise Filter

=10 ]
886 R3000 Enterprise Filter
i HOME S¥STEM GROUP LIBRARY )

REFORTING HELF QuIT

g Eroup

Select GroupsiMembers from Domain
Gobal Graup Group>NT>QC>Select Groups Members from Domain
Add Profile for Groups/Members
Available Groups

Selected Groups

: & Cert Publishers = Domsin Compuiers
LDAP Dn=lpdateProxy

Domain Controllers
Domain Guests

Group Policy Creator Owners

Schema Admins ;I

| Show Members

Available Members Selected Members

Administrator

Add Selected Groups & Members

|HDst Mame: logo,com
Java Applet Window

IIP: 200,10,100,75 Wersiun: R.3000 Enterprise Filker 1,10,00,24

Fig. 3-5 Select Groups/Members from Domain window
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Select the NT domain, and choose Select Group/Member
from Domain from the pop-up menu to display the Select
Groups/Members from Domain window (see Figure 3-5).

To add groups—that need filtering profiles—to the tree list:

1.
2.

Choose a group from the Available Groups list box.

Use the right arrow button (>) to move the group to the
Selected Groups list box.

If necessary, select a group and use the left arrow button
(<) to move the group back to the Available Groups list
box.

To add group members—who need filtering profiles—to the
tree list:

1.
2.

Choose the group from the Available Groups list box.

Click Show Members to display group members in the
Available Members list box.

. Choose a member from the Available Members list box,

and use the right arrow button (>) to move the group to
the Selected Members list box.

If necessary, select a member and use the left arrow
button (<) to move the member back to the Available
Members list box.

When all entities who need filtering profiles have been
added to the selected Groups and/or Selected Members list
box(es), click Add Selected Groups & Members to add
them within the domain's section of the tree list.

NOTE: See Add or maintain an entity’s profile under Create and
Maintain NT Profiles for information on defining the filtering profile
for the group.
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& WARNING: When adding an NT group or member to the tree list,

the group/member will be blocked from Internet access if the
minimum filtering level has not been defined via the Minimum
Filtering Level window. If you have just established the minimum
filtering level, filter settings will not be effective until the group
member/user logs off and back on the server. Refer to the R3000
User Guide for more information on the minimum filtering level.

Specify a group’s filtering profile priority

1. Select the NT domain, and choose Set Group Priority
from the pop-up menu to display the Set Group Priority

window:
SR

866 R3000 Enterprise Filter
- HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

: °“P‘ o Set Group Priority

g Global Group Group>NT>QC>Set Group Priority

+ II\IPT Group Priority

- LOGSYS Frofile Group(s)

N0 | Enterprise Admins e

affl Lbap testgroup P
JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1,10.00.24
Java Applet window

Fig. 3-6 Set Group Priority window

This window is used for designating which group profile
will be assigned to a user when he/she logs in. If a useris
a member of multiple groups, the one that is positioned

highest in the list is applied.
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NOTES: Groups automatically populate the Profile Group(s) list
box, if these groups have one or more identical users and were
added to the tree list via the Select Groups/Members from
Domain window.

An entry for the Group Priority list is added to the end of the list
when the group profile for that group is added to the R3000, and
is removed automatically when you delete the profile.

2. To change the filtering priority of groups:

a. Select a group from the Profile Group(s) list box.

b. Use the up or down arrow button to move that group
up or down in the list.

c. Click Apply to apply your settings.
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Manually add a user’s name to the tree

1. Select the NT domain, and choose Manually Add
Member from the pop-up menu to open the Manually Add
Member dialog box:

Manually Add Member x|

Please enter the user name

|
Zancel |

Java Applet Window
Fig. 3-7 Manually Add Member box

This dialog box is used for adding a username to the tree
list, so that a filtering profile can be defined for that user.

2. Enter the username in the text box, up to 16 characters.

@ TIP: NT usernames should be entered without breaks or spaces.
The first character must be a letter. The following ASCII charac-
ters can be used: “A-Z’, “a-z”, “0-9”, “_” (underscore), and “-”

(hyphen).

Examples:
TJONES
JSmith
Jane_Doe
Doe-John

3. Click OK to add the username to the domain’s section of
the tree.

NOTE: See Add or maintain an entity’s profile under Create and
Maintain NT Profiles for information on defining the filtering profile
for the user.

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 113



CHAPTER 3: NT AUTHENTICATION SETUP  SET UP NT DOMAIN GROUPS, MEMBERS

Manually add a group’s name to the tree

1. Select the NT domain, and choose Manually Add Group
from the pop-up menu to open the Manually Add Group
dialog box:

Manually Add Group x|

Plzase enter the group name

|
Cancel |

Java spplet Window
Fig. 3-8 Manually Add Group box

This dialog box is used for adding a group name to the
tree list, so that a filtering profile can be defined for that

group.
2. Enter the group’s name in the text box.

3. Click OK to add the group name to the domain’s section
of the tree.

NOTE: See Add or maintain an entity’s profile under Create and
Maintain NT Profiles for information on defining the filtering profile
for the group.
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Upload a file of filtering profiles to the tree

1. Select the NT domain, and choose Upload User/Group

Profile from the pop-up menu to display the Upload User/
Group Profile window:

£ R3000 Enterprise Filter

=IOl
866 R3000

Enterprise Fi
=== HOME  S5YSTEM  GROUP | LIBRARY  REPORTING

HELR | QuUIT —
gﬂup‘ o Upload UseriGroup Profile
[ IGPU al Group Group=NT>QC>Upload UseriGroup Profile
T Upload Profile

e ESYS Upload Member Profile  Uplaad
s1-gll LoAP Warning:This il will ovenwite the cunent usevaraup file

“File must be in the following filename and format:
HT

ntuserprofile.conf or ntgroupprofile.conf
JPUBLIC.Rulet, 0
John.Des Rulsl, 0

Doe-John,& R CHAT KDFORN FINAN B GAMES |1, hitp:iimm. url.comd 0

LDAP

Idapuserprofile.conf or Idapgroupprofile.conf

Ch=John Doe,CN=Users,DC=qe,bC=com; Ruled, .0

CH=Publich, Joe 0., 0U=Sales,bi=qe DC=local; Ruled, 0

CH=Doet, John,CH=lsers, bE=qe,BC=lacal4, R CHAT KDPORN GFORN 11, 0

The users name must mateh the entry an the senver. If the users name includes characters such as a
commar), semicalan (), equals sign (=), quotation mark ("), plus sign (+), backslash (9, less than symbol

(=, o7 greater than symbal (=, a backslash i must be entered hefore that character.

It the usermame contains a baskslash, you must enter an additional backslash before that charaster.
Ifthe users name is Doe, John you would enterthe name in the conffile as Doed, John

‘Waming:The upleaded member profile does not take effect unless the Reload button is elicked.

Reload Member Profile Reload |

|Host Mame: Iaga.com
Jawa Applet Window

Fig. 3-9 Upload User/Group Profile window

|IP: 200,10,100.75 rdarsiﬂn: R3000 Enterprise Filker 1.10.00.24

This window is used for uploading a file to the tree with

user or group names and their associated filtering
profiles.

2. Click Upload to open the Upload Member Profile File
pop-up window:

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 115



CHAPTER 3: NT AUTHENTICATION SETUP  SET UP NT DOMAIN GROUPS, MEMBERS

A

A

116

/3 upload Member Profile File - Microsoft Internet Ex —1al x|
J File Edit Wiew Favorites Tools  Help |

J d=Eack - = - ﬁ| @ search [GlFavorites  @lMedia @‘ »

| address [&] httpyjjz00.10.100.75:581/R 3000]servieticom.r3000.5e ¥ | 6o |JLir|ks »
=l
Upload Member Frofile File

File Browse . | Upload File |

[-|
|§1 Upload Member Profile File ’_ ’_ ’_ # Internet 4

Fig. 3-10 Upload Member Profile File window

3. Click Browse to open the Choose file window.

4. Select the file to be uploaded.

WARNING: Any file uploaded to the server will overwrite the
existing user/group profile file.

Each user/group profile in the file uploaded to the server
must be set up in a specified format in order for the
profile to be activated on the server. This format differs
depending on whether the profiles are user or group
profiles. Based on the type of file format used, the file

should have the following name:

* ntuserprofile.conf if the file contains NT user profiles
* ntgroupprofile.conf if the file contains NT group

profiles

NOTE: See Appendix A: User/Group File Format and Rules for
examples of valid filtering profile formats to use when creating a
list of profiles to be uploaded to the server.

WARNING: When uploading a list of profiles to the tree list, the
user will be blocked from Internet access if the minimum filtering
level has not been defined via the Minimum Filtering Level
window. If you have just established the minimum filtering level,
filter settings will not be effective until the user logs off and back
on the server. Refer to the R3000 User Guide for more informa-
tion on the minimum filtering level.
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5. Click Upload File to upload this file to the server. The
Upload Successful pop-up window informs you to click
Reload in order for these changes to be effective.

6. Click Reload.

7. Go to the NT branch of the tree, and choose Refresh
from the NT group menu.
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Create and Maintain NT Profiles

Once an NT group or member has been added to the tree, a
filtering profile can be created and maintained for that entity.
For groups, the following options are available for filtering
profile creation and maintenance: Group Member Details,
Profile, and Remove. For members, the following options

are available for filtering profile creation and maintenance:
Profile, and Remove.

Add an NT group, member to the tree list

Select the NT domain, and choose Group Member Details

from the pop-up menu to display the Group/Member Details
window:

£ R3000 Enterprise Filter

I ] 3
886 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT J
@gounl o Group/Member Details
i ' Glabal Group Group=NT>QC>Enterprise Admins>Group/Member Details
Group Details
Graup Enterprise Admins
- Full Mame
Erterprise Admin N =
testgroup omain o
i L@ baclow Domain Type NT
; oA
aks
o Add Member to Profile
Mambers
Administrator
JE1 | |
|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 3-11 Group/Member Details window
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This window is used for viewing profile information about a
group, and for adding members to a group.

In the Group Details frame, the following details display:
Group name, Domain name, and Domain Type. Members
that belong to the group display in the Members list box in
the Add Member to Profile frame.

To add a member to the tree list so that a profile can be
created for that member:

1. Select the entity from the Members list box.
2. Click Add.
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Add or maintain an entity’s profile

Select the NT domain, and choose Profile from the pop-up

menu to display the default Category tab of the Profile
window:

£ R3000 Enterprise Filter =10=]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUI'I_'
gGruup

(@) clabal Group

Category | Redirect URL | Fiter Options |

P Category Profile
g NT Group>NT>=QC>Enterprise Admins>Category Profile
D[R LOGEYS Group: Enterprise Admins  Current Profile:Custom Profile
= 63° % - e Available Filter Levels Minimum Filtering Level
§ i . Alzohal
p testarou [cotomprofie 7] child Pornography
e B haslow Pornographyfadult Content
LDAP
Rule Details
Blacked Categories Pass Categories Always allowed
Alcohal Portals ;I Freeware)Shareware
child Pornography Real Estate Information Technolo
PornographyAdult Canty Recreation Spyare
Reference Streaming Media
Religion Web Based Emai
& |Religious Cpinion € |vweb Based NewsgraL
Remate Access — web Based Storage
& Restaurant{Dining & Web Hosts
Reviewed(Miscellane + web Logs/Personal P. =
| I3 [ (il i

Uncategorized Sites @ pass {7 Block

l o Apply

|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 3-12 Group Profile window, Category tab

The Profile window is used for viewing/creating the filtering
profile of the defined entity (group or member). Entries
made in the Category, Redirect URL, and Filter Options tabs
comprise the profile string for the entity.
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Category Profile

Category Profile is used for creating the categories portion
of the filtering profile for the entity.

@ NOTE: In order to use this tab, filtering rules should already have

been set up via the Rules window, accessible from the Global
Group options, and the minimum filtering level should already be
established. The minimum filtering level is set up in the Minimum
Filtering Level window, accessible from the Global Group options.
See the R3000 User Guide for more information about these
windows.

By default, “Rule0 Minimum Filtering Level” displays in the
Available Filter Levels pull-down menu, and the Minimum
Filtering Level box displays “Child Pornography” and
Pornography/Adult Content”. By default, Uncategorized
Sites are allowed to Pass.

/\\3 NOTE: By default, the Available Filter Levels pull-down menu

also includes these three rule choices: Rule1 BYPASS”, “Rule2
BLOCK Porn”, “Rule3 Block IM and Porn”, and “Rule4 8e6 CIPA
Compliance”.

To create the category portion of the entity’s filtering profile:
1. Select a filtering rule from the available choices:

+ If you select a filtering rule from the Available Filter
Levels pull-down menu, this action automatically
populates the Blocked Categories, Pass Categories,
and/or Always Allowed list box(es) in the Rule Details
frame with library categories set up as blocked,
passed, or included in the white list for that rule.

* If you select a library category from the Blocked Cate-
gories, Pass Categories, or Always Allowed list box,
and use the right arrow (>) or left arrow (<) to move
that category to another list box, the Available Filter
Levels pull-down menu changes to “Custom Profile”.
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@ TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then

pressing the Shift key on your keyboard while clicking the last
category.

2. Click the “Pass” or “Block” radio button to specify
whether all Uncategorized Sites should pass or be
blocked.

3. Click Apply to apply your settings at the entity’s filtering
level.

Redirect URL

Click the Redirect URL tab to display the Redirect URL page
of the Profile window:

£ R3000 Enterprise Filter

I ] 3
866 R3000 Enterprise Filter |
HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT
g Eroup ’ .
3 Cak Redirect URL | Filer Opti
™ @ Gobal Graup ategory | ilker Options
+E Redirect URL
Group=NT>QC>Enterprise Admins>Redirect URL
Specify a redirect URL;
; Enterprise Admin % Default Elock Page
testgroup
o haslow & authentication Request Farm
LDAP
" Custam URL: I
Apply
JE1 | |
|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 3-13 Group Profile window, Redirect URL tab
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Redirect URL is used for specifying the URL to be used for
redirecting users who attempt to access a site or service set
up to be blocked.

1. Specify the type of redirect URL to be used: “Default
Block Page”, or “Custom URL”.

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.

Filter Options

Click the Filter Options tab to display the Filter Options page
of the Profile window:

4. R3000 Enterprise Filter P ] S
866 R3000 Enterprise Filter
i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuUIT ]

g iEroup .
3 Cat Redirect URL  Filker Options
(@ dlobal Group stegory | Redres l
Filter Options
E‘ Group=NT=QC>Enterprise Admins=>Filter Options
Filter Options
Pe e nterprise Admin [ % Strikes Blocking
£ Cestgroup [~ Google/Yahoao! Safe Search Enforcement
: LB haslow
B __ LOAR ™ Search Engine Keyword Filker Control
[~ URL Keyword Filker Control
™ Extend URL Keyword Filter Contral
4 | v
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24
Jawva Applet Window

Fig. 3-14 Group Profile window, Filter Options tab
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Filter Options is used for specifying which filter option(s) will
be applied to the entity’s filtering profile.

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the filtering profile: “X Strikes Blocking”,
“Google/Yahoo! Safe Search Enforcement”, “Search
Engine Keyword Filter Control”, “URL Keyword Filter
Control”. If URL Keyword Filter Control is selected, the
“Extend URL Keyword Filter Control” option can be
selected.

NOTE: See the R3000 User Guide for information about Filter
Options.

2. Click Apply to apply your settings.

Remove an entity’s profile from the tree

To remove a group or member’s profile from the tree, select
the profile in order to open the pop-up menu, and choose
Remove.
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CHAPTER 4: LDAP AUTHENTICATION
SETUP

Create an LDAP Domain

In the Group section of the console, add an LDAP domain
that contains entities to be authenticated.

Add the LDAP domain

1. Click LDAP in the control panel to open the pop-up
menu, and select Add Domain to open the Create LDAP
Domain dialog box:

Create LDAP Domain il

LDAP Server [P 190,160,20,54

LDAP Server Part 359

LDAP Domain Lakbel Qc

Apply I Cancel

Java Applet Window
Fig. 4-1 Create LDAP Domain box

2. In the LDAP Server IP field, enter the IP address of the
authentication server.

3. In the LDAP Server Port field, enter the LDAP server
port number. By default, enter 389.

4. In the LDAP Domain Label field, enter the name of the
LDAP domain. This entry does not need to match the
NetBIOS name.

5. Click Apply to add the domain to the tree. This action
takes you directly to the LDAP domain window (see
View, modify, enter LDAP domain details).
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Refresh the LDAP branch

Click LDAP in the control panel to open the pop-up menu,
and select Refresh whenever changes have been made in
this branch of the tree.

View, modify, enter LDAP domain details

Double-click LDAP in the control panel to open the LDAP
branch of the Group tree. Select the LDAP domain you
added, and choose Domain Details from the pop-up menu

to display the default Type tab of the LDAP Domain Details
window:

£ R3000 Enterprise Filter =10 x|

886 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT

gm‘g bal G Type IGroupl User | Address | Account | S5L | Alias List | Default Rule |
il Global Group
L LDAP Server Type
2% NT Group>LDAP>TEST>LDAP Server Type
=t -- LDAP & Microsoft Active Directory Mixed Mode
[ LOGSYS (INACTIVE) ) - .
2 O (INACTIVE) € Microsoft Active Directory Mative Mode
o " 5un One, Sun IPlanet or Netscape Directory Server
0 Movell eDirectory
" Other
vk [T | mest | Activate
[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 4-2 Domain Details window, Type tab
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The LDAP domain window is comprised of the following
wizard tabs: Type, Group, User, Address, Account, SSL,
Alias List, and Default Rule. By going through the entire
wizard, domain details are established for the LDAP
domain, preparing the LDAP domain for group and user
filtering profile setup. After all entries are made on the
wizard tabs, the domain can be activated.

& WARNING: The instructions in this user guide have been docu-
mented based on standard default settings in LDAP for Microsoft
Active Directory Services. The suggested entries and examples
may not be applicable to all other server types, or if any changes
have made to default settings on the LDAP Active Directory
server.

LDAP Server Type

Based on the entries made when creating the LDAP
domain, the R3000 will attempt to auto-detect the type of
server being used, and if successfully detected, the appro-
priate LDAP Server Type radio button will be selected on the
Type tab.

» The following options are available: “Microsoft Active
Directory Mixed Mode”, “Microsoft Active Directory
Native Mode”, “Sun One, Sun IPlanet or Netscape Direc-

tory Server”, “Novell eDirectory”, and “Other”. If the
server type is not detected, “Other” will be selected.

The server type setting on this tab defines the content
that displays on all other tabs of the wizard.

[‘3 NOTES: If the server type is changed on this tab, object type
settings will be overwritten with the new object type settings. User
settings will not be modified.

If “Novell eDirectory” is selected, and the Novell eDirectory Agent
option is enabled in the Enable/Disable Authentication window,
the Default Rule tab lets you configure a backup server. See
Default Rule for Novell eDirectory.
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» Click Next to go to the Group tab.

& WARNING: The contents of the tabs for User and Group do not
normally need to be changed. The settings on these tabs are
made automatically when you select the server type at the begin-
ning of the setup process. Unless you have made changes to the
Schema of your LDAP server and are sure of the consequences
of altering these settings, do not alter anything in these tabs. The
only action you need to execute on these tabs is to confirm the
settings by clicking the Next button at the bottom of the window,
until you reach the Address tab.

Group Objects

The Group tab is used for including or excluding group
objects in the LDAP domain.

£ R3000 Enterprise Filter

ol
866 R3000

Enterprise Fi
HOME | SYSTEM  GROUP | LIBRARY  REPORTING ~ HELF — QUIT —

g”g bal G Type  Group | Llserl Addressl Actnuntl SELl Alias Llstl Default Rulel
(&) Global Group .
B Group Objects
a3 Nt Group>LDAP>TEST>Group Objects
[=E " LDAP These lists are preloaded with defaulks For a server of the selected server bype, R3000 will treat an
&% LOGSYS (INACTIVE) entry in the LOWAP database as a Group if it conkains AMY of the ObjectClass values in the Incude List
g% QT (INACTIVE) and MOT AMY of the CbjectClass values in the Exclude List,
& Include List Exclude List
igraup Remove Remove:
Edit: Edit
T I | K
I Include Exclude
Membership Attribute Imamber

Back | Save I Next I Activate

|Host Mame: loga,cam |1P1 200.10,100.75 [Version: R3000 Enterprise Filter 1,10,00.24
Java Applet "Window

Fig. 4-3 Domain Details window, Group tab
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By default, the Include List will be populated with appro-
priate group objects, based on the server type.

Generally, no action needs to be performed on this tab.
However, under special circumstances, a group object
can be added or excluded by making an entry in the
appropriate field, and then clicking the Include or
Exclude button.

A group object name can be edited by selecting the
group object from the appropriate list box, editing the
name in the field, and then clicking the Edit button.

A group object can be removed by selecting the group
object and then clicking Remove.

The Membership Attribute field is populated by default.
The membership attribute is the name of the LDAP
attribute in a group record that identifies members of a

group.

If using Active Directory, the “Use Primary Group”
checkbox displays on this tab. You may wish to check
this box to indicate that profiles based on user groups
should be assigned to users.

Click Next to go to the User tab.
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User Objects

The User tab is used for including or excluding user objects
in the LDAP domain.

£ R3000 Enterprise Filter =10 x|

886 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Group Type | Group User | Address | Account | 55L| allas List | Default Rule |

(@) Global Group ;
..Ip User Objects
2% NT Group>LDAP>TEST>User Objects
gl LDap
[+ LOGSYS (INACTIVE)
C (IMACTIVE,
& i ! Include List Exclude List
user Rernove computer Remove |
Edit Edit |
1 — | T [ |
Include Exclude |
[ Use Case-Sensitive Comparison

Back | Save I MNext I Activate

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 4-4 Domain Details window, User tab

By default, the Include List and Exclude List will be popu-
lated with appropriate user objects, based on the server

type.

» Generally, no action needs to be performed on this tab.
However, under special circumstances, a user object can
be added or excluded by making an entry in the appro-
priate field, and then clicking the Include or Exclude
button.

8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE



CHAPTER 4: LDAP AUTHENTICATION SETUP CREATE AN LDAP DOMAIN

* A user object name can be edited by selecting the user
object from the appropriate list box, editing the name in
the field, and then clicking the Edit button.

* A user object can be removed by selecting the user
object and then clicking Remove.

» Ifthe user DN cannot be auto-detected during the profile
setup process, click “Use Case-Sensitive Comparison” to
perform a manual comparison check.

Click Next to go to the Address tab.

Address Info

The LDAP domain address information populates the
Address tab:

£ R3000 Enterprise Filter o = 3

866 R3000 Enterprise Filter |

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUI'I_'

? DUGDI bal G Typel Groupl User  Address I Accountl SSLl Alias Llstl Default Rulel
(&) Global Group

=gt Address Info

B a5 Nt Group>LDAP>TEST>Address Info

=gl Loap

- o LOGSYS (INACTIVE)

- &% QOC (IMACTIVE) Server DNS Mame IZDUDq:sErver‘qczdumain‘\Ucal
ey
Server [P Address IIEU. 160.20.54
DMS Domain Marme I
METEIOS Domain Marme: I

Server LDAPS Pork E36

Server LDAP Port 389

LDAP Query Base IDC=qc2dUmain,DC=IDca\

Back | Save I Mext | Activate

|Host Mame: laga.com |1P+ 200.10,100.75 Jversion: R3000 Enterprise Filter 1.10,00.24
Java Applet Window

Fig. 4-5 Domain Details window, Address tab
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NOTE: If the DNS settings are not published in the LDAP direc-
tory, the Server DNS Name, DNS Domain Name, and LDAP
Query Base fields will not be populated automatically. Func-
tioning forward and reverse DNS name resolution is one of the
requirements for LDAP authentication. Please ensure the correct
DNS settings are set.

* The Server DNS Name field should contain the DNS
name of the server. If this field is already populated, it
may need to be edited if there is more than one DNS
server available.

@ NOTES: If your LDAP server’s name is not a resolvable, fully
qualified DNS name, you may be able to enter the domain name.

If using a Novell server, be sure the Server DNS Name exactly
matches the name on the SSL certificate that will be uploaded to
the server.

* The Server IP Address that displays by default is the
one that was entered in the LDAP Server IP field of the
Create LDAP Domain dialog box.

* The DNS Domain Name should be the DNS name of the
LDAP domain, such as Yahoo.com, and may need to be
edited if the entire domain name does not display by
default.

[‘3 NOTES: If your LDAP server’s name is not a resolvable, fully
qualified DNS name, you may be able to enter the domain name.

If using a Novell server, be sure the DNS Domain Name exactly
matches the name on the SSL certificate that will be uploaded to
the server.

* If necessary, the NETBIOS Domain Name can be
entered.

* By default, 636 displays in the Server LDAPS Port field.

* By default, the value that was entered in the LDAP
Server Port field of the Create LDAP Domain dialog box
displays in the Server LDAP Port field.
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+ By default, the LDAP Query Base displays the root of
the LDAP database to query using the LDAP Syntax, i.e.
DC=domain,DC=com. The entry in this field is case
sensitive and should be edited, if necessary.

If this field is not populated, enter the LDAP query base.
Click Next to go to the Account tab.
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Account Info

£ R3000 Enterprise Filter o = 3

866 R3000 Enterprise Filter |

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUI'I_'

Group Typel Groupl Userl Address  Account | SSLl Alias Llstl Diefault Rulel

(@) Global Group

B . ) Account Info

8B NT Group>LDAP>TEST>Account Info
=gl Loap

- LOGSYS (INACTIVE)
(¥ (2 (INACTIVE)
RS [~ Use Anonymous Bind

LDAP Account Mame In=Users,d:=uc2dUmain,dc=|u:a|
Password Iﬂ(ﬂ”?x
Corfirm Passward I

Back | Save I Mext | Activate

|Host Mame: laga.com |1P+ 200.10,100.75 Jversion: R3000 Enterprise Filter 1.10,00.24

Java Applet Window

Fig. 4-6 Domain Details window, Account tab

1. If your LDAP database does not require a username to
be provided in order to bind to the LDAP database, click
the “Use Anonymous Bind” checkbox to grey out the
fields in this tab.

Otherwise:

» Enter the authorized user's full LDAP Distinguished
Name in the LDAP Account Name field.
For example:
cn=Administrator,cn=Users,dc=qc2domain,dc=local

» Enter the password in the Password and Confirm
Password fields.

2. Click Next to go to the SSL tab.
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SSL Settings

SSL settings should be made if your network requires a
secure connection from the R3000 to the LDAP server.

£ R3000 Enterprise Filter o ] |
886 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT J
gm‘g bel G Type | Group | User | Address | Account SSL I #lias List | Default Rule |
i 8 Global Group K
® SSL Settings
2% NT Group>LDAP>TEST>S5L Settings
=
= __EEOGSVS (INACTIVE) [~ Enable Secure LDAP over SSL
& CC (INACTIVE) Upload SSL Certificate for LDAPS
.Y Enter the path to the SSL cerificate foryour LDAP server. This certificate is required to

communicate with your LDAP server with secure encryption
The certificate should be a Base84 encoded deror certformat SSL Certiticate.

Current cert file  Upload

Back | Save I MNext I Activate

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 4-7 Domain Details window, SSL tab

@ NOTE: See Appendix E: Obtain or Export an SSL Certificate for

information on how to obtain a Sun ONE server’s SSL certificate,
or how to export an Active Directory or Novell server’s SSL certfi-
cate to your desktop and then upload it to the R3000.

1. Ifapplicable, click in the “Enable Secure LDAP over SSL”
checkbox. This action activates the Upload button.

2. Click the Upload button to open the Upload SSL Certifi-
cate for LDAPS pop-up window:
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3} Upload S5L Certificate for LDAPS - Microsoft Inke: 10 x|
JF\'E Edit  View Favorites Tools  Help |

J §m=Eack - = - () o | Qhsearch [l Favorites  hMedia ®| &)

| address [&] hep:}jz00.10.100.75:88/servlet{com.r3000.server ¥ | P Go |JLwnks »

Bl

Upload SSL Certificate for LDAPS

File I Browse... Upload File |

a

|Ej Upload 550 Certificate for LDAPS ’7 ’7 ’7 |° Internet
Fig. 4-8 Upload SSL Certificate for LDAPS

3. Click Browse to open the Choose file window and select
the R3000 server’s SSL certificate.

4. Click Upload File to upload the SSL certificate to the
R3000 server.

& WARNING: If using a Novell server, be sure the name on the SSL
certificate (to be uploaded to the server) matches the Server DNS
Name entered in the Address Info tab.

5. Click Next to go to the Alias List tab.
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Alias List

The Alias List will be automatically populated if the Account
Name was entered in the Account tab. This list includes all
alias names for the domain that will be included in the Alias
pull-down menu in the Authentication Request Form.

R3000 Enterprise Filter =101 x|

Sem— HOME S¥STEM GROUP LIBRARY REFORTING HELF QUI'I_' ————

866 R3000 Enterprise Filter
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Typel Gruupl Userl Addressl Ac:uuntl 550 Default Rulel

ialobal Grouy
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QCcontainer1009_M. .. |OU=0QCcontainer 1009, 0U=MasterConkainer, 0. ¥
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QCcontainer1012_M. .. |OU=0QCcontainer 1012, 0U=MasterConkainer, 0. v
QCcontainer1013_M.,. |OlU=CQCcontainer 1013, 0U=MasterCaontainer, 0., v
QCcontainer1014_M... |OU=0Ccontainer1014,0U=MasterContainer,D... v ;I

Reload &L List EnablejDisable Al |

Bark | Save I MNext I Activate

[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24

Jawva Applet Window

Fig. 4-9 Domain Details window, Alias List tab

However, if there are many alias names to be loaded, the
tab initially displays without any data and the Search in
Progress box opens:

Search in Progress x|

The LDAP server is returning a substantial amount of data.
Flease wat while the search is in progress.

Java Applet Window

Fig. 4-10 Search in Progress box
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After the search is completed, the Search in Progress box
closes, and the list displays the Alias Name and the corre-
sponding LDAP Container Name.

NOTE: If the alias list does not display, double-check the settings
on the other tabs and verify that all of your settings are correct.

The following actions can be performed on this tab:

* An Alias Name can be edited by double-clicking the Alias
Name in the designated row, and then making your modi-
fications.

» If an Organizational Unit (OU) has been deleted from the
LDAP directory but has already been added to the alias
list, the list can be reloaded by clicking the Reload OU
List button. When clicking this button, the Search in
Progress box opens and the domain becomes inactive
and will need to be reactivated.

+ By default, all items are selected for inclusion in the alias
list, as indicated by a check mark in the Alias Enabled
checkbox. To deselect an item, click the checkbox to
remove the check mark.

* To select or deselect all items in the list, click the Enable/
Disable All button. This button lets you toggle between
these two operations.

Click Next to go to the Default Rule tab.
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Default Rule

The Default Rule applies to any authenticated user in the
LDAP domain who does not have a filtering profile.

£ R3000 Enterprise Filter o ] |
886 R3000 Enterprise Filter |
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT J
. OL":: bl & Type | Group | User | Address | Account | 551 | alias List  Default Rule |
& Global Group
- . P Default Rule
2% NT Group>LDAP>TEST>Default Rule
= -- LDAP Select one of the Following as the default rule:
[ LOGSYS (INACTIVE) — — =
2 O (INACTIVE) IRu\e ; Minimum Filkering Level J
oy Specify a redirect URL:

@ Default Block Page

£ Cuskom LRL:
Filter Options:

[ Strikes Blacking

¥ Googlefvahoo! Safe Search Enforcement

¥ Search Engine Kevyword Filter Contral

¥ URL Keyword Filter Control

Back | Save | Mzt I Activate

[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 4-11 Domain Details window, Default Rule tab

NOTE: If using Novell eDirectory, see Default Rule for Novell
eDirectory.

The tab is comprised of the following components that can
be modified:

» By default, “RuleQ” is the default rule. This rule can be

changed by making another selection from the pull-down
menu.

» To specify the type of redirect URL to be used for users
who do not have a filtering profile, click the radio button
corresponding to “Default Block Page”, or “Custom URL".
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If Custom URL is selected, enter the redirect URL in the
text box.

» Click the checkbox(es) corresponding to the option(s) to
be applied to the filtering profile: “X Strikes Blocking”,
“Google/Yahoo! Safe Search Enforcement”, “Search
Engine Keyword Filter Control”, “URL Keyword Filter
Control”. If URL Keyword Filter Control is selected, the
“Extend URL Keyword Filter Control” option can be
selected.

After all entries have been made in the tabs, click Activate
to activate the domain.

NOTE: To enter profile information for LDAP groups and users,
see Create, Maintain LDAP Profiles.
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Default Rule for Novell eDirectory

If “Novell eDirectory” was selected for the LDAP Server
Type, and the Novell eDirectory Agent option was enabled
in the Enable/Disable Authentication window in the System
section of the console, the Default Rule tab includes buttons
for configuring a backup server to be used in the event the
primary server cannot be accessed.

£ R3000 Enterprise Filter

_[Olx
866 R3000 Enterprise Filter
B HOME SYSTEM GROUF LIBRARY REFPORTING HELP QauiT
i—---UuGE;ﬂha\ aroup Typel Gruupl Userl Addressl Ac:uuntl SSLl Alias List  Default Rulel
o g P Default Rule
a§ NT Group=LDAP>Movell {INACTIVE)>Default Rule
= EEI LDAP Select one of the Following as the default rule:
o LOGSYS (INACTIVE) IRuIs 0: Minimum Filtering Level LI
[ o QT (INACTIVE)
(28 TEST Specify a redirect URL!
M icivell (TNACTIVE)

(% Default Black Page

7 Custom URL:
Filter Options:

[ ¥ Strikes Elocking

¥ Googlefvahoo! Safe Search Enforcement
[¥ Search Engine Kevyword Filter Contral

¥ URL Keyword Filker Control

[¥ Extend URL Keyward Filksr Contral

MNovell eDirectory Agent Settings:

Backup Server Configurations:

add | [ oy | [ ook |

JE1 | |

Back | Save I Iext I Activate |

|Host Mame: loga,cam
Java Applet Window

|IP: 200,10,100,75 Wersion: R3000 Enterprise Filker 1,10,00,24

Fig. 4-12 Domain Details window, Default Rule with Novell eDirectory

Configure a

backup server

To add a backup server’s settings:

1. Click Add to open the Backup Server Configuration
wizard pop-up window:
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Backup Server Configuration x|

[Bd8FEEE | Account | 55|
Address Info
Group>LDAP>Novell (INACTIVE)>Address Info

Server DS Mame ||
Server IP Address  —
DMS Domain Mame I—
NETBIOS DomainMame |

Server LDAPS Port G36

Server LDAP Port 389

LDAP Query Base I

gack | save || mext | close |

Java Spplet Window

Fig. 4-13 Backup Server Configuration, Address Info

NOTE: The Back and Save buttons can be clicked at any time

during the wizard setup process. Click Close to close the wizard
pop-up window.

2. Enter, edit, or verify the following criteria:

¢ Server DNS Name - DNS name of the LDAP server,
such as server.logo.local
NOTES: If your LDAP server’s name is not a resolvable, fully
qualified DNS name, you may be able to enter the domain name.

Be sure the Server DNS Name exactly matches the name on the
SSL certificate that will be uploaded to the server.

¢ Server IP Address - IP address of the server, such as
100.10.150.30

* DNS Domain Name - DNS name of the LDAP domain,
such as logo.local

NOTES: If your LDAP server’s name is not a resolvable, fully
qualified DNS name, you may be able to enter the domain name.

Be sure the DNS Domain Name exactly matches the name on
the SSL certificate that will be uploaded to the server.
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* NETBIOS Domain Name - an entry in this field is
optional

» Server LDAPS Port - by default, 636 displays in this
field

» Server LDAP Port - by default, the value that was
entered in the LDAP Server Port field of the Create
LDAP Domain dialog box displays in the field

+ LDAP Query Base - root of the LDAP database to
query using the LDAP Syntax, i.e.
DC=domain,DC=com.

@ TIP: The entry in this field is case sensitive.
3. Click Next to go to the Account tab:

Group>LDAP>Novell (INACTIVE)>Account Info

[~ Use Anonymous Bind

LDAP Arcount b Marne:
Passwor d
Canfirm Passwar d

Back | Save | et | Clase |

Java Applet Window

Fig. 4-14 Backup Server Configuration, Account Info

4. Enter, edit, or verify the following criteria:

* “Use Anonymous Bind” - click this checkbox to grey
out the fields in this tab, if your LDAP database does
not require a username to be provided in order to bind
to the LDAP database

* Otherwise:
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a. Enter the authorized user's full LDAP Distinguished
Name in the LDAP Account Name field.

For example:

cn=Administrator,cn=Users,dc=qc2domain,
dc=local

b. Enter the password in the Password and Confirm
Password fields.

5. Click Next to go to the SSL tab:
x|

Address | Account 55|-|

S5L Settings

Group>LDAP>Novell (INACTNVE)-SSL Settings
[~ Enahle Secure LDAP over SSL

Upload SSL Certificate for LDAPS
your LDAP senser. This certificate is required to

nption
der o1 _cer format SEL Certificate

Enter the path to the SSL certificate
ccccccccc te with your LIAF senve
The cerificate should be a Basefq

Current certfile | Upload

Back | Save | Mext | Clase |

Java Applet Window

Fig. 4-15 Backup Server Configuration, SSL Settings

SSL settings should be made if your network requires a
secure connection from the R3000 to the LDAP server.

NOTE: See Appendix E: Obtain or Export an SSL Certificate for
information on how to export a Novell server’s SSL certficate to
your desktop and then upload it to the R3000.

a. If applicable, click in the “Enable Secure LDAP over
SSL” checkbox. This action activates the Upload
button.

b. Click the Upload button to open the Upload SSL
Certificate for LDAPS pop-up window (see Fig. 4-8).

144 8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE



CHAPTER 4: LDAP AUTHENTICATION SETUP CREATE AN LDAP DOMAIN

c. Click Browse to open the Choose file window and
select the R3000 server’s SSL certificate.

d. Click Upload File to upload the SSL certificate to the
R3000 server.

& WARNING: Be sure the name on the SSL certificate (to be
uploaded to the server) matches the Server DNS Name entered
in the Address Info tab.

6. After all entries are made using the wizard, click Save.

7. Click Close to close the wizard pop-up window.

Modify a backup server’s configuration

1. On the Default Rult tab for a Novell eDirectory server set
up in the LDAP tree menu, click Modify to open the
Backup Server Configuration wizard pop-up window.

2. Click the tab(s) in which to make edits for the backup
server: Address, Account, SSL.

3. Make the necessary edits.
4. Click Save.

5. Click Close to close the wizard pop-up window.

Delete a backup server’s configuration

On the Default Rult tab for a Novell eDirectory server set up
in the LDAP tree menu, click Delete to remove the backup
server’s configuration.

Delete a domain

To delete a domain profile, choose Delete from the LDAP
domain menu. This action removes the domain from the
tree.
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Set up LDAP Domain Groups, Members

In the control panel, the LDAP domain branch of the tree
menu includes options for setting up groups and/or
members in the domain so that filtering profiles can later be
created. The following options are used in this setup
process: Select Group/Member from Domain, Set Group
Priority, Manually Add Member, Manually Add Group, and
Upload User/Group Profile.

Add LDAP groups, users to the tree

Before you can create filtering profiles for groups and/or
members in a domain, you must first add the groups and/or
members to the tree list for that domain.

£ R3000 Enterprise Filter o ] |
886 R3000 Enterprise Filter
i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT )
g iEroup
(@ cicbal croup LDAP UseriGroup Browser
F Group=LDAP=TEST>Set Group Priority
g NT
5 ol Loap User or Group Mame : & User & Group l:n= jla*
¥ LOGIYS (INACTIVE)
o8 QC (INACTIVE) cuname : [(one) =l
& Search In Results | i Search I
Type MHame D Profile Members Mark.
GRF [fwilon CH=fwlon, Th=.. iew il
GRP  |alluser CM=alluser,CH=L... Yiew r
GRP |administrators (Cri=administrator. .. Wiew r
GRP  |Account Operatars CM=Account Ope. .. e
-
Kl v
Mark/Unmark All | Mark/Unmark Selected |
Add or Delete a Filkering rule ko the marked entries
Rule 0: Minimur Filtering Level ;I Add Rule | Delete Rule
[Host Mame: loga,com [Py 200,10, 100,75 [Version; R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 4-16 LDAP User/Group Browser window
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Select the LDAP domain, and choose Select Group/
Member from Domain from the pop-up menu to display the
LDAP User/Group Browser window (see Figure 4-12).

This window is used for retrieving the names of groups or
users from an LDAP domain so that a filtering profile can be
assigned.

NOTE: See Appendix C: LDAP Server Customizations if using an
OpenLDAP server.

Perform a basic search

1. Specify the type of search by clicking the “User” or
“Group” radio button.

2. Choose either “cn=" (common name) or “uid=" (user ID)
from the pull-down menu for the attribute type used in the
LDAP directory.

3. In the User or Group Name field, input the group or
username exactly as it was entered on the LDAP server,
or enter a partial name followed by the asterisk (*) wild-
card.

4. Click Search to display rows of results in the grid below.
The following information is included for each entity:
Type (USR or GRP), Name (as entered on the LDAP
server), DN string, Profile (Rule number, if assigned),
View button, check box.

Options for search results

After performing a search, you can do either of the following:

* Narrow your search — To narrow your search, make a
selection from the OU Name pull-down menu, and then
click Search In Results. This will limit your results to the
specified section of the LDAP database.
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Search within existing results — To search within the list of
records returned by your initial query, change your
search criteria, and then click Search In Results. This
can speed up searches when the LDAP server is slow to
respond.

The View button in the Members column is used for either
querying the list of groups in which a user is a member, or
the list of users who are members of a Group Record.

To select or deselect all items in the grid, click Mark/
Unmark All.

To select or deselect all highlighted items in the grid, click
Mark/Unmark Selected. This feature works only if items
are first selected in the grid by clicking on them.

Multiple items are selected by clicking one item, and then
pressing the Ctrl key on your keyboard and clicking
another item.

A block of multiple items is selected by clicking the first
item in the block, then pressing the Shift key on your
keyboard, and then clicking the last item in the block.

Apply a filtering rule to a profile

To apply a filtering rule to an entity in the grid:

1.

Go to the Mark column and click the checkbox for that
entity.

. Select afiltering rule from the drop-down menu.

. Click Add Rule to display the selected Rule number in

the Profile column.

When the LDAP branch of the tree is refreshed, all enti-
ties with rules applied to them appear in the tree.
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Delete a rule

To delete a rule from a profile, the entity must currently
display in the grid and have a rule assigned to the profile.

1. Click the Mark checkbox for the entity.

2. Click Delete Rule to remove the entity’s profile from the
tree.

Specify a group’s filtering profile priority

1. Select the LDAP domain, and choose Set Group Priority
from the pop-up menu to display the Set Group Priority

window:

i
866 R3000 Enterprise Filter
— HOME ~ SYSTEM | GROUP | LIBRARY  REPORTING | HELP | QUIT —

QG"‘“‘] Set Group Priority
" (@) Glabal Group .
- Group>LDAP>TEST>Set Group Priority
: . Group Priority
gl Loap Frofile Group(s)
% LOGSYS (INACTIVE) Ch=Cuality Control, CH=Users, DC=nc, DC=local L

[#14% QU (INACTIVE)
g

4

CN=qctestarpl479, OU=QCcontainer 1479, OlU=MasterCantainet, DC=qc2domain, DC=local
CN=Damain Users, Ci=Users, DC=qc2damain, DC=local

“N=Damain Controllers, Ch=Users,DC=gc2domain, DC=lacal

N=DnsAdmins, CN=Users,DC=qc2damain, PC=local

N=Domain Admins, CH=Users, DC=gc2domain,DC=local
(CN=DnslipdateProxy, Ch=sers, DC=qcZdomain, DC=local

{CN=Domain Computers, CN=sers,DC=qc2domain, DC=local

CN=Domain Guests,CN=Users, DC=qc2domain, DC=local

L

IH

|Host Mame: Iaga.com
Jawa Applet Window

[1P: 200,10,100.75

rdarsiﬂn: R3000 Enterprise Filker 1.10.00.24

Fig. 4-17 Set Group Priority window
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This window is used for designating which group profile
will be assigned to a user when he/she logs in. If a user is
a member of multiple groups, the one that is positioned

highest in the list is applied.

NOTES: Groups automatically populate the Profile Group(s) list
box, if these groups have one or more identical users and were
added to the tree list via the Select Groups/Members from
Domain window.

An entry for the Group Priority list is added to the end of the list
when the group profile for that group is added to the R3000, and
is removed automatically when you delete the profile.

2. To change the order of groups in the list:

a. Select a group from the Profile Group(s) list box.

b. Use the up or down arrow button to move that group
up or down in the list.

c. Click Apply to apply your settings.

Manually add a user’s name to the tree

1. Select the LDAP domain, and choose Manually Add
Member from the pop-up menu to open the Manually Add
Member dialog box:

Manually Add Member x|

Please enter the user name

|
Cancel |

Java Applet Window
Fig. 4-18 Manually Add Member box

This dialog box is used for adding a username to the tree
list, so that a filtering profile can be defined for that user.

2. Enter the username in the text box.
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@ TIP: LDAP usernames should be input exactly as entered as
entered for the LDAP Distinguished Name.

Examples:

CN=Jane Doe, CN=Users, DC=qc, DC=local

CN=Public\, Joe Q., OU=Users, OU=Sales, DC=qc, DC=local
CN=Doe\, John, CN=Users, DC=qc, DC=local

3. Click OK to add the username to the domain’s section of
the tree.

NOTE: See Add or maintain an entity’s profile under Create and
Maintain LDAP Profiles for information on defining the filtering
profile for the user.

Manually add a group’s name to the tree

1. Select the LDAP domain, and choose Manually Add
Group from the pop-up menu to open the Manually Add
Group dialog box:

Manually Add Group x|

Flease enter the group name

|
Cancel |

Java spplet Window
Fig. 4-19 Manually Add Group box

This dialog box is used for adding a group name to the
tree list, so that a filtering profile can be defined for that

group.

2. Enter the group’s name in the text box, using the entire
Distinguished Name format.

3. Click OK to add the group name to the domain’s section
of the tree.

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 151



CHAPTER 4: LDAP AUTHENTICATION SETUP  SET UP LDAP DOMAIN GROUPS, MEMBERS

NOTE: See Add or maintain the entity’s profile under Create and
Maintain LDAP Profiles for information on defining the filtering
profile for the group.

Upload a file of filtering profiles to the tree

1. Select the LDAP domain, and choose Upload User/

Group Profile from the pop-up menu to open the Upload
User/Group Profile window:

=0l
866 R2000 Enterprise Fil

[ — HOME SYSTEM GROUP LIBRARY REFPORTING HELP QU

Upload UseriGroup Profile
Group>LDAP>TEST=>Upload User/Group Profile
Upload Profile

Upload Member Profile: Click Upload

& LOGSHS (INACTIVE) ‘atring: This File will overwrite the current userfgroup file
o QT (INACTIVE) File must be in the Following filename and Format:
2 .

Intuserprofile.conf or ntgroupprofile.conf

PLELIC, Rulel, ,0

ohn.Doe, Ruled, 0

Doe-John, &, R CHAT KDPORMN FIMAMN GEAMES I, 1, hkkp: v, url.com/,0

LDAP

profile.conf or .conf

-hi=Tohn Doe, CH=Lisers, DC=qr, DC=ram; Rulen, 0

I-N=Publicl, Joe Q.,0U=5ales,DC=qc, DC=local; Rulel, .0

V-r=Dwae, John, CN=Users, DiC=qc,DC=local;a, R CHAT KDPORM GPORM 1,1, 0

[The user's name must match the entry on the server, IF the user's name includes characters such as a
omma (), semicolon (;), equals sign (=), quotation mark. ("), plus sign (+), backslash (1), less than
ymbol (<), or greater than symbol (), a backslash [{) must be entered before that character.

f the username contains a backslash, you must enter an additional backslash before that character,
F the user's name is Doe, John you would enter the name in the conf File as Doel, John,

Reload Member Profile: Click Reload
‘arning: The uploaded member profile does not take effect unless the Reload button is clicked,

Upload Member Profile Upload Reload Member Profile Reload

JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1,10.00.24
Java Applet window

Fig. 4-20 Upload User/Group Profile window

This window is used for uploading a file to the tree with
user or group names and their associated filtering
profiles.

2. Click Upload to open the Upload Member Profile File
pop-up window:
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3 upload Member Profile File - Microsoft Internet Ex ] 3
J Fle Edit View Favorites Tools  Help |

J §=Eack - = - ) 23 | Qhsearch [l Favorites  hMedia é3| >

| address [&] hep:]jz00.10.100.75:88//R3000/ser vietfcom r3000.58 7| P Go HLinks »
=l
Upload Membher Profile File

Filel Browse. . I Upload File |

[-|
|@j Upload Member Prafile File ,7’7 ’7 # Internet 4

Fig. 4-21 Upload Member Profile File window

3. Click Browse to open the Choose file window.
4. Select the file to be uploaded.

& WARNING: Any file uploaded to the server will overwrite the
existing user/group profile file.

Each user/group profile in the file uploaded to the server
must be set up in a specified format in order for the
profile to be activated on the server. This format differs
depending on whether the profiles are user or group
profiles. Based on the type of file format used, the file
should have the following name:

» Idapuserprofile.conf if the file contains LDAP user
profiles

» Idapgroupprofile.conf if the file contains LDAP group
profiles

NOTE: See Appendix A: User/Group File Format and Rules for
examples of valid filtering profile formats to use when creating a
list of profiles to be uploaded to the server.

& WARNING: When uploading a list of profiles to the tree, the user
will be blocked from Internet access if the minimum filtering level
has not been defined via the Minimum Filtering Level window. If
you have just established the minimum filtering level, filter
settings will not be effective until the user logs off and back on the
server.
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5. Click Upload File to upload this file to the server. The
Upload Successful pop-up window informs you to click
Reload in order for these changes to be effective.

6. Click Reload.

7. Go to the LDAP branch of the tree, and choose Refresh
from the LDAP group menu.
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Create, Maintain LDAP Profiles

Once an LDAP group or member has been added to the
tree, afiltering profile can be created and maintained for that
entity. For groups, the following options are available for
filtering profile creation and maintenance: Group Member
Details, Profile, and Remove. For members, the following
options are available for filtering profile creation and mainte-
nance: Profile, and Remove.

Add an LDAP group, member to the tree

Select the LDAP domain, and choose Group Member

Details from the pop-up menu to display the Group/Member
Details window:

£ R3000 Enterprise Filter

I ] 3
886 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT J
@gounl o Group/Member Details
i ' Glabal Group Group=NT>QC>Enterprise Admins>Group/Member Details
Group Details
Graup Enterprise Admins
- Full Mame
Erterprise Admin N =
testgroup omain o
i L@ baclow Domain Type NT
; oA
aks
o Add Member to Profile
Mambers
Administrator
JE1 | |
|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24
Java Applet Window

Fig. 4-22 Group Member Details window
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This window is used for viewing profile information about a
group, and for adding members to a group.

In the Group Details frame, the following details display:
Group name, Full Name (Distinguished Name) of the
group, Domain name, and Domain Type. Members that
belong to the group display in the Members list box in the
Add Member to Profile frame.

To add a member to the tree list so that a profile can be
created for that member:

1. Select the entity from the Members list box.
2. Click Add.
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Add or maintain an entity’s profile

Select the LDAP domain, and choose Profile from the pop-
up menu to display the default Category tab of the Profile

window:

£ R3000 Enterprise Filter

866 R3000

S¥STEM

GROUP

LIBRARY

REFORTING

=101 x|

Enterp_ri_se__FiI!e =

QuIT —=|

HELF

— HOME
g GEroup
(@) Global Group

g P

Enterprise Admir
testgroup

Lo B haslow
LDAP

JE1 | |

Category | Redirect URL | Fiter Options |

Category Profile

Group=NT>QC>Enterprise Admins>Category Profile
Group: Enterprise Admins  Current Profile:Cuskam Prafile

Available Filter Levels

Custam Profile -

Minimum Filtering Level
Alcohal

(Child Parnography
Pornography fAdult Content

Rule Details
Blacked Categories Pass Categories Always allowed
Alcohal Portals ;I Freeware)Shareware
child Pornography Real Estate Information Technolo
PornographyAdult Canty Recreation Spyare
Reference Streaming Media
Religion ieb Based Email

W@ A

| |

Religious Opinion
Remaote Access
Restaurant{Dining

Reviewed/Miscellansr +
1] | r

Uncategarized Sites

¥ Pass " Block

€
¥

Web Based MewsgroL
Web Based Storage

Web Hosts
Web Logs/Personal P. =
JE —

Apply

|Host Mame: loga,cam
Java Applet Window

|1Pi 200.10,100.75

Wersion: R3000 Enterprise Filker 1,10,00,24

Fig. 4-23 Group Profile window, Category tab

The Profile option is used for viewing/creating the filtering
profile of the defined entity (group or member). Entries
made in the Category, Redirect URL, and Filter Options tabs
comprise the profile string for the entity.
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Category Profile

%

Category Profile is used for creating the categories portion
of the filtering profile for the entity.

NOTE: In order to use this tab, filtering rules should already have
been set up via the Rules window, accessible from the Global

Group options, and the minimum filtering level should already be
established. The minimum filtering level is set up in the Minimum
Filtering Level window, accessible from the Global Group options.

By default, “Rule0 Minimum Filtering Level” displays in the
Available Filter Levels pull-down menu, and the Minimum
Filtering Level box displays “Child Pornography” and
“Pornography/Adult Content”. By default, Uncategorized
Sites are allowed to Pass.

NOTE: By default, the Available Filter Levels pull-down menu
also includes these three rule choices: Rule1 BYPASS”, “Rule2
BLOCK Porn”, “Rule3 Block IM and Porn”, and “Rule4 8e6 CIPA
Compliance”.

To create the category portion of the entity’s filtering profile:

1. Select a filtering rule from the available choices, and/or
select categories to block.

* If you select a filtering rule from the Available Filter
Levels pull-down menu, this action automatically
populates the Blocked Categories, Pass Categories,
and/or Always Allowed list box(es) in the Rule Details
frame with library categories set up as blocked,
passed, or included in the white list for that rule.

+ If you select a library category from the Blocked Cate-
gories, Pass Categories, or Always Allowed list box,
and use the right arrow (>) or left arrow (<) to move
that category to another list box, the Available Filter
Levels pull-down menu changes to “Custom Profile”.
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@ TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then

pressing the Shift key on your keyboard while clicking the last
category.

2. Click the “Pass” or “Block” radio button to specify

whether all Uncategorized Sites should pass or be
blocked.

3. Click Apply to apply your settings at the entity’s filtering
level.

Redirect URL

Click the Redirect URL tab to display the Redirect URL page
of the Profile window:

£ R3000 Enterprise Filter

I ] 3
886 R3000 Enterprise Filter |
i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT )
g Eroup ’ .
3 Cak Redirect URL | Filer Opti
™ @ Gobal Graup ategory | ilker Options
+E Redirect URL
Group=NT>QC>Enterprise Admins>Redirect URL
Specify a redirect URL;
; Enterprise Admin % Default Elock Page
testgroup
o haslow & authentication Request Farm
LDAP
" Custam URL: I
Apply
JE1 | |
|Host Mame: loga,cam |1Pi 200.10,100.75 Jversion: R3000 Enterprise Filter 1,10,00.24

Java Applet Window

Fig. 4-24 Group Profile window, Redirect URL tab
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Redirect URL is used for specifying the URL to be used for
redirecting users who attempt to access a site or service set
up to be blocked.

1. Specify the type of redirect URL to be used: “Default
Block Page”, or “Custom URL”.

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.

Filter Options

Click the Filter Options tab to display the Filter Options page
of the Profile window:

4. R3000 Enterprise Filter P ] S
866 R3000 Enterprise Filter
i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuUIT ]

g iEroup .
3 Cat Redirect URL  Filker Options
(@ dlobal Group stegory | Redres l
Filter Options
E‘ Group=NT=QC>Enterprise Admins=>Filter Options
Filter Options
Pe e nterprise Admin [ % Strikes Blocking
£ Cestgroup [~ Google/Yahoao! Safe Search Enforcement
: LB haslow
B __ LOAR ™ Search Engine Keyword Filker Control
[~ URL Keyword Filker Control
™ Extend URL Keyword Filter Contral
4 | v
[Hast Hame: laga.com [P 200,10, 100,75 [éersion: R3000 Enterprise Filker 1.10,00.24
Jawva Applet Window

Fig. 4-25 Group Profile window, Filter Options tab
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Filter Options is used for specifying which filter option(s) will
be applied to the entity’s filtering profile.

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the filtering profile: “X Strikes Blocking”,
“Google/Yahoo! Safe Search Enforcement”, “Search
Engine Keyword Filter Control”, “URL Keyword Filter
Control”, and “Extend URL Keyword Filter Control”.

NOTE: See the R3000 User Guide for information about Filter
Options.

2. Click Apply to apply your settings.

Remove an entity’s profile from the tree
To remove a group or member’s profile from the tree, select

the profile in order to open the pop-up menu, and choose
Remove.
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CHAPTER 5: AUTHENTICATION
DEPLOYMENT

This final step of the authentication setup process includes
testing authentication settings and activating authentication
on the network.

Test Authentication Settings

Before deploying authentication on the network, you should
test your settings to be sure the Authentication Request
Form login page can be accessed. If properly set up, the
Authentication Request Form opens on a user’s workstation
if the user has been blocked from accessing specified
Internet content. This form allows the user to authenticate
him/herself in order to access Web content permitted by his/
her filtering profile.

) Internet Access Authentication - Microselt Internet Explarer 3 o (=]
Flo Edt Vew Favortes Took M [ & |

SaBack - = - D D] | Dsewch [HFaverkes (Preory | Dhe Lbmd 2]

Auldrris |@] ikt r 2000k g Jocat B0 fluthentic stionSenvenauthentastionP om. tpHUR L 52 160, 20 10finden: himibdee |52, 160, 20U0MCA T SFOR TSALSER=DEFALLT d o

|
WEB ACCESS AUTHENTICATION HELE

Please log in to sccess the Internet,

el PN Inbernet Bering provided by el Technologes Copight 2005, Allnghts resenved.

] oone 5 [ ineemet
Fig. 5-1 Authentication Request Form
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NOTE: In order to complete the test process, you should be sure
you have your own filtering profile set up.

To verify that authentication is working, do either of the
following, based on the Tier you selected:

« If Tier 2 or Tier 3 Web-based authentication will be
used: Go to the Test Web-based authentication settings
sub-section for instructions on testing the Authentication
Request Form login page from a single workstation. For
this test, you will create an IP profile for the test
machine’s IP address, and set the Redirect URL for the
profile to access the Authentication Request Form.

NOTE: Before testing Web-based authentication settings, be sure
the SSL certificate you created via the System > Authentication >
Authentication SSL Certificate window (in Chapter 2) is placed on
all workstations of users who will be authenticated. This ensures
that users will not receive the Security Alert warning message
from the server.

+ IfTier 1 net use based authentication will be used: Go
to the Test net use authentication settings sub-section for
instructions on testing the net use based login command
to see if you can access the assigned profile.

If you (the administrator) can be successfully authenticated
in the domains that were set up, the test process is
complete, and you are ready to activate authentication on
the network (see Activate Authentication on the Network).
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Test Web-based authentication settings

To verify that authentication is working properly, make the
following settings in the Group section of the console:

Step 1: Create an IP Group, “test”

1. Click the IP branch of the tree.

2. Select Add Group from the pop-up menu to open the
Create New Group dialog box:

4 Create New Group x|
Group Mame Lest

Pas=word FEEEREELE

Confirm Password FHEEEREHES

QK I Cancel

|Java Applet Windaw

Fig. 5-2 Create New Group box

3. Enter test as the Group Name.

4. Enter the password in the Password and Confirm Pass-
word fields.

5. Click OK to add the group to the tree.
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Step 2: Create a Sub-Group, “workstation”

1. Select the IP Group from the tree.

2. Click Add Sub Group in the pop-up menu to open the
Create Sub Group dialog box:

4 Create Sub Group x|

Group Marne Iwnrkstaticun

Ok I Cancel |

I.Jax-'a Applet Window

Fig. 5-3 Create Sub Group box

3. Enter workstation as the Group Name.

4. Click OK to add the Sub-Group to the IP Group.
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Step 3: Set up “test” with a 32-bit net mask

1. Select the IP Group named “test” from the tree.

2. Click Members in the pop-up menu to display the
Members window:

4_R3000 Enterprise Filter =10 =]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT

Members
Group>IP>test>Members

Add members by & IP € SubGroup

IP Member

IF you are using IP addresses to identify groups on the network, the IP address and netmask or IP
range for the designated member must first be entered in the Range to Detect global group window. &
member is added in this Frame by entering the IP address and netmask or IP start and IP end, and then
clicking Add. Use the calculator to calculate 1P ranges without overlaps, Once a member is added, a
sub-group can be created and defined.

Current Members
190,160.20.80/32

Remove
& source IP I fl ;I Calculatar |

-ar-

€ Source IP Start | End | add

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24

Jawa Applet Window

Fig. 5-4 Group Members window

3. Click the radio button corresponding to “Source IP”.

4. Enter the Source IP address of the workstation, and
select 255.255.255.255 as the subnet mask.

5. Click Add to include the IP address in the Current
Members list box.
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Step 4: Give “workstation” a 32-bit net mask

1. Select the IP Sub-Group “workstation” from the tree.

2. Click Members in the pop-up menu to display the
Members window:

SEE]
866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QU\-'I_'

Members
Groupy. =Wor| i &

Add members by 1P & SubGroup

Modify Sub Group Member
Ta add or modify member criteria, enter the 1P address and netmask or IP range in the Member Fields
and click Madify, Use the Calculator to calculate IP ranges withaut any overlaps.

& Member [io.160.2080  ; [o55.255.255.285 ~|  Caleulator

or:

° Member IP Start | End [ Modify

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24

Jawa Applet Window

Fig. 5-5 Sub Group Members window

3. Click the radio button corresponding to “Member”.

4. In the Member fields, enter the IP address of the work-
station, and select 255.255.255.255 as the subnet mask.

5. Click Modify.
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Step 5: Block everything for the Sub-Group

1. Select the IP Sub-Group “workstation” from the tree.

2. Click Sub Group Profile in the pop-up menu to display the
Sub Group Profile window:

SI=E

866 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REPORTING HELP QuUIT

Graup Categor

™ @ dlobel Group gory I Redirect URL | Filker Options |

BRI Category Profile

B admin Group>IP=test>workstation>Category Profile

R tech Group: warkstation  Current Profile: Custom Profile

- Available Filter Levels Minimum Filtering Level
B = lAlcahol
: [ Custorn Prafile - liChild Pornography
. a@ D8P PornographyfAdult Content

Rule Details

locked Categaries Pass Categories Always Allowed
BannetWeb Ads -
Books & Literature,iw_l
Chat

(hild Parnography
Camics

Community Organizat € e
Criminal Skils
Cults 2 >
Dating/Personals -
4 3
Uncategotized Sites 7 Pass (37 Block
Apply
|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24

Jawa Applet Window

Fig. 5-6 Sub Group Profile window, Category tab

3. In the Category Profile page, move all categories to the
Blocked Categories list box by selecting categories from
the Pass Categories and/or Always Allowed list box(es)
and using the left arrow (<) to move them to the Blocked
Categories list box.

TIP: Blocks of categories can be selected by clicking the first
category, and then pressing the Shift key on your keyboard while
clicking the last category.

4. For Uncategorized Sites, click “Block”.
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5. Click Apply.

Step 6: Use Authentication Request Page for

direct URL
1. Click the Redirect URL tab to display the Redirect URL
page:
£, R3000 Enterprise Filter (=S
866 R3000 Enterprise Filter
| HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
D‘-E\uhal aroup Category Redirect URL I Filter Options
- @R 1P Redirect URL
Group>IP>test>workstation>Redirect URL
specify a redirect URL:
" Default Block Page
? % Authentication Request Form
-l LDAP
" CustomURL: |renticationServer authenticationForm. jsp
Apply
Host Mame: logo. com IIP: 200.10.100.75 r\tarsmn: R3000 Enterprise Filter 1.10.00.24
Jawa Applet Window

Fig. 5-7 Sub Group Profile window, Redirect URL tab

2. Select “Authentication Request Form”.

NOTE: The host name of the R3000 will be used in the redirect
URL of the Authentication Request Form, not the IP address. Be

sure a forward/reverse DNS entry for the R3000 is made on the
DNS server.

3. Click Apply.
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Step 7: Disable filter options

1. Click the Filter Options tab to display the Filter options

£ R3000 Enterprise Filter I ] 54|
886 R3000 Enterprise Filter
B HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
g Group " i
Caty Redirect URL  Filter Options
Glabal Graup steaory I edred |
g 1P Filter Options
Group>IP>test>workstation>Filter Options
Filter Options
[ # Strikes Blocking
I~ Googlefahoo! Safe Search Enforcement
i1 NT
&E LDaP [~ Search Engine Keyword Filter Control
[~ URL Keyward Filker Cantral
™ Extend URL Keyword Filter Control
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-8 Sub Group Profile window, Filter Options tab

. Uncheck all the checkboxes: “X Strikes Blocking”,

“Google/Yahoo! Safe Search Enforcement”, “Search
Engine Keyword Filter Control”, “URL Keyword Filter
Control”, and “Extend URL Keyword Filter Control”.

3. Click Apply.

8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE



CHAPTER 5: AUTHENTICATION DEPLOYMENT TEST AUTHENTICATION SETTINGS

Step 8: Attempt to access Web content

NOTE: For this step, you must have your own profile set up in
order to complete the test process.

1. Launch Internet Explorer:

2 inkernet Flbering Technical Support - Microsolk Internet Esplorer - |
e Ede ew Favries Tk Heb [ = |
Gotadk = - () 2| Dasewch il @veds (P - b =d - o
Py er——————— =] fw

p e g e iy | et | | i s et ©
Resourca Centar Solutiens suppert | Prass Roam  Parinars Abcut sen

Products & Services

Activate 8¢5 e
© Cie Here
Frea Evaluation
&
L

Parier Login
Find & Resetar

7]
Fig. 5-9 Internet Explorer browser

2. Enter a URL in the Address field of the browser window

NOTE: The URL should be one that begins with “http"—not

“https”.
3. After clicking Go, the Authentication Request Form

should open:
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) Internek Access Authentication - Microsolt Intermet Luplorer i (=T |
Flo Edt Vew Favorkes Toos e | = |
ok e = - Q[ AY| Dseoch (alFmvomes ooy |- Sl o
Ackress [ €] sl 30 oo el 5081 al 1 erin 5 TURLm 152, L6820, 10 hrilPom |0 168, 20 SOBCATmSPORTSMSRRDEFALT  #| (P60

2
WEB ACCESS AUTHENTICATION HELP

Pleasa log in to access the Intermet.

Domain |[Novell (LD&P) .
mias [0c_Server =
Logbn |

B FE3000 ntermt fitaring provided by D6 Tachnologies. Copyright 2005, Alrights raserved

o (K

@] 0ore 15 [ imeeenet

Fig. 5-10 Authentication Request Form

4. Enter the following information:

* Username

* Password

If the Domain and Alias fields display, select the following
information:

* Domain you are using

 Alias name for that domain (unless “Disabled”
displays and the field is greyed-out)

5. Click Log In to authenticate or re-authenticate yourself

on the network.

The test process has been completed successfully if you
are now able to access the content for the URL you entered
at step 2 in this section.
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Test net use based authentication settings

1. From the test workstation, go to the NET USE command
line and enter the NET USE command using the
following format: NET USE \\virtualip\R3000$

For example: NET USE \\192.168.0.20\R3000$

The entry you make should initiate a connection with Tier
1.

TIP: The virtual IP address should be the same as the one
entered in the Virtual IP Address to Use for Authentication field in
the Authentication Settings window (see Chapter 2: Network
Setup, Enter network settings for authentication).

2. Make a Web request to a site you can access, based on
your filtering profile.

The test process has been completed successfully if you
are now able to access the content for the URL you entered
at step 2 in this section.
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Activate Authentication on the Network

After successfully testing authentication settings, you are
now ready to activate authentication on the network.

To verify that authentication is ready to be activated on the
network, do either of the following, based on the Tier you
selected:

If Tier 2 or Tier 3 Web-based authentication will be
used: There are two options for Web-based authentica-
tion: IP Group authentication, and Global Group Profile
authentication. Select the option you wish to use on your
network. Go to the Activate Web-based authentication
for an IP Group sub-section for instructions on setting up
an IP Group profile for authentication. Go to the Activate
Web-based authentication for the Global Group sub-
section for instructions on setting up the Global Group
Profile for authentication.

NOTE: An accelerator card is recommended if using Web-based
authentication.

If Tier 1 net use based authentication will be used: Go
to the Activate net use based authentication sub-section
for instructions on testing the login script and modifying

the Global Group Profile for authenticating users.
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Activate Web-based authentication for an
IP Group

IP Group authentication is the preferred selection for Web-
based authentication—over the Global Group Profile
authentication option—as it decreases the load on the
R3000.

Step 1: Create a new IP Group, “webauth”

1. Click the IP branch of the tree.

2. Select Add Group from the pop-up menu to open the
Create New Group dialog box:

4. Create New Group x|
Group Matne wweebaLth

Password TEEETTTET

Confirtn Passwiord FEEEREELS

QK I Cancel

|Java Applet window

Fig. 5-11 Create New Group box

3. Enter webauth as the Group Name.

4. Enter the password in the Password and Confirm Pass-
word fields.

5. Click OK to add the group to the tree.
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Step 2: Set “webauth” to cover users in range

866 R3000

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT

1. Select the IP group “webauth” from the tree.

2. Click Members in the pop-up menu to display the
Members window:

4_R3000 Enterprise Filter =10 =]

Enterprise Fil!er.

Members
Group=IP>webauth>Members

Add members by & IP € SubGroup

IP Member

If you are using IP addresses to identify groups on the network, the IP address and netmask or IP
range for the designated member must First be entered in the Range to Detect global group window. &
member is added in this frame by entering the IP address and netmask or IF start and IP end, and then
clicking Add. Use the calculator to calculate TP ranges without overlaps. Once a member is added, &
sub-group can be created and defined.

Current Members
10.10.20.5/24

Remove

@ Source IP I fl j Calculator |

ar-

' Source IP Start I End I Add

|Host Mame: Iaga.com

Jawa Applet Window

|IP: 200,10,100.75 rdarsiﬂn: R3000 Enterprise Filker 1.10.00.24

Fig. 5-12 Members window

3. Click the radio button corresponding to “Source IP”.

4. Enter the Source IP address of the workstation and

specify the subnet mask for the range of user IP
addresses of users to be authenticated.

5. Click Add to include the IP address range in the Current

Members list box.
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Step 3: Create an IP Sub-Group

1. Select the IP Group “webauth” from the tree.

2. Click Add Sub Group in the pop-up menu to open the
Create Sub Group dialog box:

4 Create Sub Group x|

Group Marne Itestsub

Ok I Cancel |

I.Jax-'a Applet Window
Fig. 5-13 Create Sub Group box

Enter the Group Name of your choice.
Click OK to add the Sub-Group to the IP Group.
Select the IP Sub-Group from the tree.

o o M~ w

Click Members in the pop-up menu to display the
Members window:
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£ R3000 Enterprise Filter I ] 54|
896 R3000 Enterprise Filter
—— HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
%E G'WP‘ o Members
¢ gGoaGroup Group 5
Add members by € F & SubGroop
Modify Sub Group Member
: To add ar madify member criteria, enter the IP address and netmask or IP range in the Member Fields
: - and click Modify, Use the Calculator to calculate IP ranges without any overlaps,
a8 Nt
alil LDap = Member [10.10.205 i |zss‘255.255‘255 =] | caleulator
“or-
" Member IP Start | End | Modify
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-14 Sub Group Members window

7. Click the radio button corresponding to “Member”.

8. In the Member fields, enter the IP address range for

members of the Sub-Group, and specify the subnet
mask.

9. Click Modify.
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Step 4: Block everything for the Sub-Group

1. Select the IP Sub-Group from the tree.

2. Click Sub Group Profile in the pop-up menu to display the
Sub Group Profile window:

ol
866 R3000 Enterprise Filter
— HOME | SYSTEM GROWP | LIBRARY  REPORTING HELP QUIT —
@ Global Group ategory I Redirect URLl Filker Opt\onsl

S Category Profile

Group>IP>webauth>testsub>Category Profile
Group: testsub Current Profile: Custom Prafile

bauth Available Filter Levels Minimum Filtering Level
R Alcohol

. ==t Custorn Profile ~ Child Parnography

&g N [PornographyfAdult Content

ol LDap

Rule Details

locked Categaries Pass Categories Always Allowed
ACCTRAF -
admin

Adwiare

Alcohol

Animals/Pets

ANOREZ £4
Art

BAD >

Bannet Meb Ads -
4 »

Uncategotized Sites 7 Pass (37 Block

% &

Apply

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 5-15 Sub Group Profile window, Category tab

3. In the Category Profile page, move all categories to the
Blocked Categories list box by selecting categories from
the Pass Categories and/or Always Allowed list box(es)
and using the left arrow (<) to move them to the Blocked
Categories list box.

@ TIP: Blocks of categories can be selected by clicking the first

category, and then pressing the Shift key on your keyboard while
clicking the last category.

4. For Uncategorized Sites, click “Block”.

8e6 TecHNoLoaIEs, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 179



CHAPTER 5: AUTHENTICATION DEPLOYMENT ACTIVATE AUTHENTICATION ON THE NETWORK

5. Click Apply.

Step 5: Use Authentication Request Page for

direct URL
1. Click the Redirect URL tab to display the Redirect URL
page:
£, R3000 Enterprise Filter (=S
866 R3000 Enterprise Filter
= HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
D‘-E\uhal aroup Category Redirect URL I Filter Options
- @R 1P Redirect URL
Group>IP>webauth>testsub>Redirect URL
Specify a redirect URL:
" Default Block Page
' a nr ¥ Authentication Request Farm
-l LDAP
7 Custom URL:
Apply
Host Mame: loga. com [1F: 200,10, 100,75 [éarsion: R300N Enterprise Fiker 1.10.00.24
Jawa Applet Window

Fig. 5-16 Sub Group Profile window, Redirect URL tab

2. Select “Authentication Request Form”.

NOTE: Since the Authentication Request Form radio button
selection uses the host name of the server—not the IP address—
be sure there is a DNS resolution for the host name.

3. Click Apply.

As aresult of these entries, Web-based authentication takes
effect immediately, and any user in this Sub-Group will be
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sent to the Authentication Request Form if he/she attempts
to access content on the Internet. After filling out this form
and being authenticated, the user will be able to access
Internet content based on his/her filtering profile.

Step 6: Disable filter options

1. Click the Filter Options tab to display the Filter options

page:
S
866 R3000 Enterprise Filter |
B HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT
gG’”“P Filter Cpt
ﬂ Global Group Catagoryl Redirect URL  Filter Options |
BRI Filter Options

Group>IP>webauth>testsub>Filter Options

ocking

I~ Googlefvahoo! Safe Search Enforcement
o LDop [~ Search Engine Keyword Filter Contral
[~ URL Keyword Filker Control

I Extend URL Keyword Filter Control

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 5-17 Sub Group Profile window, Filter Options tab

2. Uncheck all the checkboxes: “X Strikes Blocking”,
“Google/Yahoo! Safe Search Enforcement”, “Search
Engine Keyword Filter Control”, “URL Keyword Filter
Control”, and “Extend URL Keyword Filter Control”.

3. Click Apply.
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Step 7: Set Global Group to filter unknown
traffic

1. Click Global Group in the tree to open the pop-up menu.

2. Select Global Group Profile to display the Category tab of
the Profile window:

4_R3000 Enterprise Filter =10 =]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QU\-'I_'

Category I Port | Default Redirsct URL | Filter Options |

Category Profile
Group>Global Group>Category Profile
Group: Global Group  Current: Profile: Custom Profile

Available Filter Levels
Custom Profile =

Rule Details

locked Categoriss Pass Categaries Always Allowed
alcohol Al [accTrar i’ (General Business
BAD admin Government
Chat Adware Information Technology
Child Patnography Animals/Pets

Criminal Skills AHORE

Cults £ Jart €

‘Gambling Bannet'Wweb Ads

Hacking > Books & Literature/w >

Hate & Discrimination Comics -

i PR

Uncategotized Sites 4% Pass (7 Block

Apply

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 5-18 Global Group Profile window, Category tab

a. In the Category Profile page, select categories to
block, pass, or white list, and indicate whether uncate-
gorized sites should pass or be blocked.

b. Click Apply.
3. Click the Port tab to display the Port page:
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£ R3000 Enterprise Filker I ] 54|

SeéFIBDDO Enterprise Fi

—— HOME SYSTEM GROUP LIBRARY REFORTING HELP d QuIT

Category Port | Default Recirect URL | Filter Options |

Port
Group>Global Group>Port
Block Port(s)

&0

Port Add Remove

Apply

|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-19 Global Group Profile window, Port tab

a. In the Port page, enter the Port number to be blocked.

b. Click Add to include the port number in the Block
Port(s) list box.

c. After entering all port numbers to be blocked, click
Apply.
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4. Click the Default Redirect URL tab to display the Default
Redirect URL page:

£, R3000 Enterprise Filter (=S
8ebrzooo EnterpiSSCi
—— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT
Category | Port Defaulk Redirsck URL | Filter Options
Default Redirect URL
1 Group>Global Group>Default Redirect URL
sl 1oap Speciy a redrect URL:
% Default Block Page
™ Authentication Request Form
" CustomURL: |renticationServer authenticationForm. jsp
Host Mame: logo.com J1P: 200,10.100.75 [¥ersion: R3000 Enterprise Filter 1.10.00.24
Jawa Applet Window

Fig. 5-20 Global Group Profile window, Default Redirect URL tab

a. Select “Default Block Page”.
b. Click Apply.
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5. Click the Filter Options tab to display the Filter Options
page:
13
SeéﬂEDDD Enterprise Fi

—— HOME SYSTEM GROUP LIBRARY REPORTING HELP @UIT

Category | Port | Default Redirect URL  Filter Options |
Filter Options
Group>Global Group>Filter Options
Filter Options
£ nd

alil Loap

[V Gooalef¥shoo! Safe Search Enforcement
[ Search Engine keyword Filter Control
¥ URL Keyward Filter Control

I Extend URL Keyword Filker Control

r\iarsmn: R3000 Enterprise Filter 1.10.00.24

Host Name: logo.com

J1P: 200,10.100.75
Jawa Applet Window

Fig. 5-21 Global Group Profile window, Filter Options tab

a. Select filter options to be enabled.
b. Click Apply.
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As a result of these entries, the standard block page will
display—instead of the Authentication Request Form—

when any user in this Sub-Group is blocked from accessing
Internet content.

4} 8e6 R3000 - Microsoft Internet Explorer

=10l x|
J File Edt Yiew Favorites Tools Help

J T A~ | ﬁ| Qsearch  [GalFavorites & AHistory | B S -5

J Address I@ w.coors,comBIP=200, 10,100, 75: 51 8CAT=ALCORUISER =L OG0\ Domain% e 20Admins G LANG j @Go |J Links

B
ACCESS DENIED! HELP
Internet access to the req 1 website has been d

ied based on your user profile
and organization's Internet Usage Policy.

UserMachine: LOGODomain AdminslGLANG
IP: 20010101140

Category:  Alcohol
Requested URL: kit ifwvivyy coors.coms

For further options, click here,

To gsubmit this blocked site for review, click here. For aggistance, contact your Administrator.
@ef RI000 Internet fitering provided by 86 Technologies. Copyright 2003. All rights reserved.

L

|&] |_|_|. Internet
Fig. 5-22 Default Block Page
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Activate Web-based authentication for the
Global Group

This selection of Web-based authentication creates more of
a load on the R3000 than the IP Group selection, and
should only be used as an alternative to IP Group authenti-
cation.

Step 1: Exclude filtering critical equipment

This step involves the identification of equipment—such as
backup servers—you wish to be excluded from being
served the Authentication Request Form page.

For this step, you must choose one of two options:

* Block Web access only — Select this option if you do not
want to log traffic for a machine that you set up to be
excluded from filtering on the network. Using this option,
you exclude the IP address of a machine via the Range
to Detect window. If you select this option, go to Step 1A.

* Block Web access and log traffic — Select this option if
you wish to log traffic for a machine that you set up to be
excluded from filtering on the network. Using this option,
you create an IP profile for the machine via the Sub
Group Profile window. If you select this option, go to Step
1B.
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Step 1A: Block Web access, logging via
Range to Detect

NOTE: Segments of network traffic should not be defined if using
the firewall mode.

Range to Detect Settings

1.
2.

188

Click Global Group in the tree to open the pop-up menu.

Select Range to Detect to display the Range to Detect
Settings window:

RIEY
866 R3000 Enterprise Filter |

— HOME SYSTEM GROUP LIBRARY REFPORTING HELP e —

Range to Detect Settings
Group>Global Group>Range to Detect Settings
Current Ranges

[-gl LDAP

lisrc net 115,10,0,0§16 and not {dst port 42 or dst port 62))

l{src net 200,10,150,63/24 and dsk net 200,10, 160,43(32 and not src host Add
200.10.150.22 and not dst net 200.10,150.63(24 and not dst port 64)

linot src host 100.10.130.22)

ii(src host 100,10,150,1305) IModify |

li(src host 5.4.3.2 or src host 5.4.3.3))

lisrc net 210,50,11,33)
fisrc net 100,10,15,33) Remove |

Mandatory Settings

ot (host 1.2.3.4 or host 190.160.20.75)
of (host 1 2.3 51
o

JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1,10.00.24
Java Applet window

Fig. 5-23 Range to Detect Settings window, main window

In the Current Ranges frame, click Add to go to the next
Settings page:
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£ R3000 Enterprise Filker =10]x]

866 R3000 Enterprise Filter

—— HOME SYSTEM GROUP LIBRARY REFORTING HELP QU\"IT

Range to Detect Settings
Group>Global Group>Range to Detect Settings
Range to Detect Setup Wizard

-l LDAP This wizard will help guide you through the steps needed to establish
a filtering rule that the R3000 will use when filkering traffic. Click on
"Start the Setup Wizard" in order to begin the Setup Wizard,

Start the Setup Wizard

Advanced Settings Window

Opening the Advanced Settings Window allows a user ta enter their settings manualky,
This optian requires knowlege of tepdump syntax. Not recommended For thase users unfamiliar

with network settings,
Advanced Settings

|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-24 Range to Detect Settings window, main window

4. Click Start the Setup Wizard to display Step 1 of the
Range to Detect Setup Wizard:
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Range to Detect Setup Wizard

£ R3000 Enterprise Filter I ] 54|
Seél:lEiDDCl Enterprise Filter
T HOME = SYSTEM = GROUP  LIBRARY  REPORTING | HELP | QUIT —

-l LDAP

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard

Step 1 - Source IPs to Detect

wielcame to the R3000 Range to Detect Setup Wizard. This wizard will help guide =
you through the steps needed to estaklish a filtering rule that the R3000will use
when filtering traffic. Mote that any entries entered here will automatically be

included as entries in Step 4 as Destination IPs that should be excluded from
filtering

Use the text fields helow in order to enter the Source IP(s] that the R3000 should
filter |

Source IP

10.10.10.0/24

Wadify
Remaove

1P { Netmask | 1|

Calculator
Individual IF I Add
HNext | Cancel

|Host Mame: loge.com

Jawa Applet Window

|1P: 200,10,100.75 rdersion: R:3000 Enterprise Filter 1.10.00.24

Fig. 5-25 Range to Detect Setup Wizard, Step 1

1. Enter the IP address and specify the Netmask, or enter
the Individual IP address of the source IP address(es) to

be filtered.

2. Click Next to go to Step 2 of the Wizard:
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£ R3000 Enterprise Filter I ] 54|
896 R3000 Enterprise Fil
R —— HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 2 - Destination IPs to Include for Detection
Use the text fields below in order to enter the Destination IP{s) thatthe R3000 =
shauld filter. Enter your proxy IP() here
Example Input;
6.6.65/30
5.5.5.16/28
5.5.5.90 _I
Destination IP
10,10,10.4332
Wadify
Remave
1P { etmask | 0! LA
Calculator
Individual IP I Add
Back | Next I Cancel
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24

Jawa Applet Window

Fig. 5-26 Range to Detect Setup Wizard, Step 2

3. An entry for this step of the Wizard is optional. If there are
destination IP address(es) to be filtered, enter the IP
address and specify the Netmask, or enter the Indi-
vidual IP address.

4. Click Next to go to Step 3 of the Wizard:
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£ R3000 Enterprise Filter I ] 54|
896 R3000 Enterprise Fil
R —— HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 3 - Source IPs to Exclude from Detection
Use the text fields below in orderto enter the Source IPEs) that the R3000 should =
exclude fram filtering.
Example Input;
6.6.65/30
5.5.5.16/28
5.5.5.90 _I
Source IP
10.10.10.34
Wadify
Remave
1P { Netmask | 1| =] add
Calculator
Individual IP I— {Rdd T
Back | Next I Cancel
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-27 Range to Detect Setup Wizard, Step 3

5. An entry for this step of the Wizard is optional. If there are
source |IP address(es) to be ignored, enter the IP
address and specify the Netmask, or enter the Indi-
vidual IP address.

6. Click Next to go to Step 4 of the Wizard:
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£ R3000 Enterprise Filter

=10l x|
896 R3000 Enterprise Fil
—— HOME SYSTEM GROUP LIBRARY REFORTING HELP QuIT
Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 4 - Destination IPs to Exclude from Detection
- a@ LDAP Use the text fields below in order to enter the Destination IP{s) thatthe R3000 S
should exclude from fitering. Mote that any entries added in Step 1 are
automatically entered here
Exarmple Input:
5.5.5.9/30
5.5.5.16/28
AR A00 |
Destination IP
10.10.10.0/24
Wadify
Remave
1P { Netmask | j[msamsesmn <] add
Calculator
Individual IP I Add
Back Cancel
|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-28 Range to Detect Setup Wizard, Step 4

7. An entry for this step of the Wizard is optional. If there are
destination IP address(es) to be ignored, enter the IP
address and specify the Netmask, or enter the Indi-
vidual IP address.

8. Click Next to go to Step 5 of the Wizard:
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£ R3000 Enterprise Filter I ] 54|
Seél:lEiDDCl Enterprise Fil
T HOME = SYSTEM = GROUP  LIBRARY  REPORTING | HELP | QUIT —

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 5 - Destination Ports to Exclude from Detection

a@ LDAP Use the text fields below in order to enter the Destination Port(s) that the R3000 S
should exclude frorm fitering.

Example Input;
22

a0
8482

L]

Destination Port

64

Remave

Individual Port )

Back | HNext I Cancel

|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24
Java Applet Window

Fig. 5-29 Range to Detect Setup Wizard, Step 5

9. An entry for this step of the Wizard is optional. If there are
ports to be excluded from filtering, enter each port
number in the Individual Port field, and click Add.

10. Click Next to go to the final step of the Wizard:
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£ R3000 Enterprise Filter I ] 54|
Seél:lEiDDCl Enterprise Fil
T HOME = SYSTEM = GROUP  LIBRARY  REPORTING | HELP | QUIT —

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 6 - Recap

Below is a recap of the entered information. Review for accuracy and click i’
the "Finish" hutton to accept the entered infarmatian =
Source IP

Include IP Exclude IP

|1u.1u.1u.uf24 Madity | 10,10.10.34 Mody
Destination IP

Includs IP Exclude IP

|1n.m.m.43132 Modify | 10.10,10.0/24 Madiy

Destination Port
Exclude Port

1P | Metrask 255.255.255.0 ¥
o4 Madfy ! | o =l
Calculatar

Back i

IP / Hetmask Calculator

Cancel

|Host Mame: loge.com 1P 200,10,100.75 [version: R3000 Enterprise Fiker 1.10.00.24

Jawa Applet Window

Fig. 5-30 Range to Detect Setup Wizard, Step 6

11. After review the contents in all list boxes, click Finish to
accept all your entries.

As a result of these entries, the IP address(es) specified to
be excluded will not be logged or filtered on the network.

Bypass Step 1B and go on to Step 2 to complete this
process.
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Step 1B: Block Web access via IP Sub-Group
profile

NOTE: This step assumes that the IP Group and Sub-Group
have already been created.

1. Select the IP Sub-Group from the tree.

2. Click Sub Group Profile in the pop-up menu to display the
Sub Group Profile window:

RIEY
886 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFPORTING HELP QU

g Group

Category | Redirect URL | Filter Options
+.(@) Global Group I I " I

Category Profile

Group>IP>tech>hkupserver>Category Profile
Group: bkupserver Current Profile:Minimum Filtering Lewvel

Available Filter Levels Minimum Filtering Level
Alcohol

Rule0 Minimum Filtering Level + (Child Pornography
ParnographyfAdult Content

Rule Details

Blocked Categaties Pass Categories Always Allowed
Alcohal ACCTRAF ﬂ Information Technology
(Child Parnography admin

Pornography/adult Conty Adware
animals Pets

AMORE

€ [art €
BAD

¥ Eannetweb Ads &

Books & Literaturef_wlll
4 [ Y [ 3

Uncategorized Sites 4% Pass  ( Block

Apply

JHest Mame: loge.com [1P: 200,10,100.75 [version: R3000 Enterprise Fikter 1,10.00.24
Java Applet window

Fig. 5-31 Sub Group Profile window, Category tab

3. In the Category Profile page, create a custom profile by
selecting categories to block, pass, or white list, and indi-

cating whether uncategorized sites should pass or be
blocked.

4. Click Apply.
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5. Click the Redirect URL tab to display the Redirect URL
page:

£ R3000 Enterprise Filter

=101 ]

SeéﬂEDDD Enterprise Filter

A ——— HOME SYSTEM GROUP LIBRARY REPORTING HELP @UIT

Garoup " N
: Category | Port Default Redireck URL | Filter Options
(& lobal Group oy | l "

B IP Default Redirect URL
Group>Global Group>Default Redirect URL

Specify a redirect URL:

% Default Block Page

™ Authentication Request Form

" CustomURL: |renticationServer authenticationForm. jsp

Apply

IIP: 200.10.100.75 r\iarsmn: R3000 Enterprise Filter 1.10.00.24

Host Name: logo.com

Jawa Applet Window

Fig. 5-32 Sub Group Profile window, Redirect URL tab

6. Select “Default Block Page”, and then click Apply.
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7. Click the Filter Options tab to display the Filter Options

page:

£ R3000 Enterprise Filter 8 ]
8ebrzooo Enterprise Filter

B HOME | SYSTEM -

GROUP LIBRARY REPORTING HELP L —

g Garoup

(&) Global Group

cpike

B bkupserve
testers

Categoryl Redirect URL  Filtsr Options |
Filter Options
Group>IP>tech>bkupserver>Filter Options

Filter Options

[# i Strikes Blocking

[¥ GooglefYYahoo! Safe Search Enfarcement

[ Search Engine keyword Filter Control

™ URL keyward Filter Control

I Extend URL Keyword Filker Control

Host Name: logo.com

Jawa Applet Window

IIP: 200.10.100.75 r\iarsmn: R3000 Enterprise Filter 1.10.00.24

Fig. 5-33 Sub Group Profile window, Filter Options tab

8. Select filter options to be enabled, and click Apply.

As a result of these entries, the machine will not be served

the Authentication Request Form, and will use the default
block page instead.

Go on to Step 2 to complete this process.
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Step 2: Modify the Global Group Profile

1. Click Global Group in the tree to open the pop-up menu.

2. Select Global Group Profile to display the Category tab of
the Profile window:

4_R3000 Enterprise Filter =10 =]

866 R3000 Enterprise Filter

HOME SYSTEM GROUP LIBRARY REFORTING HELP QU\-'I_'
2

Category I Port | Default Redirsct URL | Filter Options |

Category Profile
+ Group>Global Group>Category Profile
- a@ LDAP Group: Global Group  Current: Profile: Custom Profile

Available Filter Levels
Custom Profile =

Rule Details

locked Categoriss Pass Categaries Always Allowed
ACCTRAF d
AMORER

Adware

Alcohol

Animals/Pets

art € €
BAD

BannerWeb Ads >

Books & Literatura,i_w';|
4 b

Uncategotized Sites 4% Pass (7 Block

Apply

|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 5-34 Global Group Profile window, Category tab

a. Block all categories and specify that uncategorized
sites should be blocked.

b. Click Apply.
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3. Click the Port tab to display the Port page:

£ R3000 Enterprise Filter

— = x|
866 R3000 Enterprise Fi
— HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT =
g a Category Port I Default Redirect URL | Filter Options |
Port
& T Group>Global Group>Port
&-alf Loap Block Portis)
&0
Port |40 Add Remove
Apply
|Host Mame: Iaga.com [1P: 200,10,100.75 [¥ersion: R3000 Enterprise Fiter 1.10.00.24
Jawa Applet Window

Fig. 5-35 Global Group Profile window, Port tab

a. Enter the Port number to be blocked, and then click

Add to include the port number in the Block Port(s) list
box.

b. After entering all port numbers to be blocked, click
Apply.
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4. Click the Default Redirect URL tab to display the Default

Redirect URL page:
£ R3000 Enterprise Filter 8 ]
866 R3000 Enterprise Filter |

HOME SYSTEM GROUP LIBRARY REPORTING HELP @UIT

Category | Port Defaulk Redirsck URL |Filter Options

Default Redirect URL
Group>Global Group>Default Redirect URL

0 i
alil Loep Specify a redirert URL:

" Default Block Page

% Authentication Request Form

" Custom LRL:

Host Mame: logo. com IIP: 200.10.100.75 r\lErSIDn: R3000 Enterprise Filter 1.10.00.24
Jawa Applet Window

Fig. 5-36 Global Group Profile window, Redirect URL tab

a. Select “Authentication Request Form”.

NOTE: Since the Authentication Request Form radio button
selection uses the host name of the server—not the IP address—
be sure there is a DNS resolution for the host name.

b. Click Apply.
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5. Click the Filter Options tab to display the Filter Options

page:

£ R3000 Enterprise Filter

866 R3000

HOME SYSTEM GROUP LIBRARY REPORTING

=101 ]

Enterprise Fi
HELFE QU

g% NT
alil Loap

Category | Port | Default Redirect URL  Filter Options |
Filter Options
Group>Global Group>Filter Options

Filter Options

[  Strikes Blocking

[¥ GooglefYYahoo! Safe Search Enfarcement

[¥ Search Engine Keyword Filter Control

¥ URL Keyward Filter Control

¥ Extend URL Keyword Filker Control

Host Name: logo.com

Jawa Applet Window

IIP: 200.10.100.75 r\iarsmn: R3000 Enterprise Filter 1.10.00.24

Fig. 5-37 Global Group Profile window, Filter Options tab

a. Select filter options to be enabled.

b. Click Apply.

As a result of these entries, a user who does not have a

filtering profile will be served the Authentication Request
Form so he/she can be authenticated.
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Activate NT authentication

After testing the NET USE command, the next step is to add
the NET USE command to users’ login scripts. We recom-
mend that you add the 3-try login script to the existing
domain login script.

The 3-try login script is used for attempting to log in the user
to the authentication server in three separate attempts, in
case of a login failure.

Step 1: Modify the 3-try login script

Place a copy of the 3-try login script in the netlogon folder on
your Domain Controller. Note that this sample script should
be modified to use your own Virtual IP address instead of
the IP address (192.168.0.20) in the sample script. This
script lets users be re-authenticated from the block page
without re-running the whole domain login script.

The script is as follows:

echo off

:start

cls

net use \\192.168.0.20\r3000%$ /delete

;try1

echo "Running net use..."

net use \\192.168.0.20\r3000$

if errorlevel 1 goto :try2

if errorlevel 0 echo code 0: Success
goto :end

;try2

echo Running net use...

net use \\192.168.0.20\r3000$
if errorlevel 1 goto :try3
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if errorlevel 0 echo code 0: Success
goto :end

;try3

echo Running net use...

net use \\192.168.0.20\r3000$

if errorlevel 1 goto :error

if errorlevel 0 echo code 0: Success
goto :end

error
if errorlevel 1 echo code 1: Failed!

:end

Once this updated login script has been added to the
domain, each time users log in to Windows they will also log
in to the R3000. Users will be blocked according to the
profiles set up on the domain.

Step 2: Modify the Global Group Profile

The last step of the activation process is to adjust the Global
Group Profile to set the policy for members of an IP-based
profile, or for users who are not authenticated.

If you set a restrictive profile, unauthenticated users will not
be able to obtain access until they are successfully authen-
ticated.

If you set up a less restrictive profile to allow access, a user
can still be authenticated, but won't be prompted to authen-
ticate him/herself unless attempting to access a site that is
blocked. Since the login script will automatically run when
the user logs in, a less restrictive profile might be used to
allow logging with the user’s name without forced blocking.
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1. Click Global Group in the tree to open the pop-up menu.

2. Select Global Group Profile to display the Category tab of
the Profile window.

3. In the Category Profile page, select categories to block,
pass, or white list, and indicate whether uncategorized
sites should pass or be blocked.

4. Click Apply.
5. Click the Port tab to display the Port page.

6. Enter the Port number to be blocked, and then click Add
to include the port number in the Block Port(s) list box.

7. After entering all port numbers to be blocked, click
Apply.

8. Click the Default Redirect URL tab to display the Default
Redirect URL page. Your options on this tab will vary,
based on whether your network will be using net use

based authentication only, or both Web-based and net
use based authentication.

9. Click the Filter Options tab to display the Filter Options
page. If necessary, select appropriate filter options to be
enabled, and click Apply.
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CHAPTER 6: TECHNICAL SUPPORT

For technical support, visit 8e6 Technologies’s Technical
Support Web page at http://www.8e6.com/support/
index.htm, or contact us by phone, by e-mail, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 2

International

1. Call +1-714-282-6111
2. Select option 2

E-Mail

For non-emergency assistance, e-mail us at
support@8e6technologies.com
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Office Locations and Phone Numbers

8e6 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111
Fax . 714.282.6116
Domestic US : 1.888.786.7999
International o +1.714.282.6111

8e6 Taiwan

RM B2, 13F, No. 49, Sec. 3, Minsheng E. Rd.

Taipei 104

Taiwan, R.O.C.

Taipei Local . 2501-5285

Fax . 2501-5316

Domestic Taiwan : 02-2501-5285

International ;. 886-2-2501-5285
8e6 China

Beijing Room 909, 9 Floor

Tower 1, Bright China Chang An Building
No. 7, Jian Guo Men Nei Dajie

Beijing 100005, China

Beijing Local : 65180088

Fax . 65180328
Domestic China : 010-65180088
International . 86-10-65180088
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Support Procedures
When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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APPENDIX A

User/Group File Format and Rules

The file with user/group profiles you upload to the server
must be set up in a specified format, with one complete
user/group profile per line. The format for the file will differ
depending on whether the file contains a list of user or group
profiles for an NT or LDAP server.

Each filtering profile in the file must contain the following
items:

1. The username or group name.
2. Filtering profile criteria:
* Rule number (Rule0, Rule1, etc.), or
* rule criteria:
a. Ports to Block or Filter
b. Categories to Block or Open
c. Filter Mode
3. Redirect URL (optional).

4. Filter Options (optional). A zero should be placed at the
end of a profile string with all filter options disabled.

Username Formats

NOTE: For examples of valid username entries, see File Format:
Rules and Examples in this appendix, or go to http:/
www.8e6.com/r3000help/files/2group_textfile_user.html

8e6 TecHNoLoGIES, R3000 ENTERPRISE FILTER AUTHENTICATION USER GUIDE 209



APPENDIX A USER/GROUP FILE FORMAT AND RULES

Rule Criteria

Rule criteria consists of selections made from the following
lists of codes that are used in profile strings:

210

Port command codes:

A = Filter all ports

B = Filter the defined port number(s)
I = Open all ports

J = Open the defined port number(s)
Q = Block all ports

R =

Block the defined port number(s)

Port Numbers:

21 FTP (File Transfer Protocol)

80 HTTP (Hyper Text Transfer Protocol)
119 = NNTP (Network News Transfer Protocol)
443 = HTTPS (Secured HTTP Transmission)
Other

Filter Mode Values:

1 Default, Block Mode
Monitoring Mode
Bypassing Mode

4

Category command codes:

I = positioned after Category Codes designated as
“blocked,” indicating that all other categories
should be “open.”

Open the defined category/categories

White list the defined category/categories
Block all categories

Block the defined category/categories

J
JJ
Q
R
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» Category Codes:

For the list of category codes (short names) and their
corresponding descriptions (long names), go to http://
www.8e6.com/r3000help/files/
2group_textfile_cat.html#cat

NOTE: The list of library category codes and corresponding
descriptions is subject to change due to the addition of new cate-
gories and modification of current categories. For explanations
and examples of category items, go to http://www.8e6.com/
products/datab/pd_86db_r3000categories.htm

* Filter Option codes:

*0x2 = X Strikes Blocking

* Ox4 Google/Yahoo! Safe Search

* 0x100 = Search Engine Keyword

*+ 0x200 = URL Keyword

* 0x1000= Extend URL Keyword Filter Control

@ NOTES: To enable multiple filter codes, add the codes together.

For example, to enable all features for an NT/LDAP profile, add 2
+4+ 100 + 200 + 1000 = 1306, which means that 0x1306 should
be entered at the end of the profile string.

To disable all filter codes for an NT/LDAP profile, enter a 0 (zero)
at the end of the profile string.

See http://www.8e6.com/r3000help/files/
2group_textfile_format_nt.html for examples of NT filtering
profile entries, and http://www.8e6.com/r3000help/files/
2group_textfile_format_Ildap.html for examples of LDAP
filtering profile entries.
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File Format: Rules and Examples

When setting up the file to upload to the server, the following
items must be considered:

e Each profile must be entered on a separate line in the
file.

» Category Codes must be entered in capital letters.

* Port and category command codes must be entered in
capital letters.

* Aredirect URL cannot exceed 200 characters in length.

* The string must end with a “0” (zero) if no filter options
will be enabled.
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NT User List Format and Rules

When setting up the “ntuserprofile.conf” file, each entry
must consist of the username, and either a rule number or
rule criteria (port, category, and filter mode specifications). A
redirect URL can be included, if a specific URL should be
used in place of the standard block page. If aredirect URL is
not included, a blank space should be entered in its place in
the profile string. Segments of the profile string should be
separated by commas (,). A zero (0) should be placed at the
end of a profile string without any filter options enabled.

JSmith, B 80 R 21 ,J J FINAN Q, 1, http://
www.8e6.com,0

John_Doe, Q, R AUTO GENTER |, 1, ,0x104

Doe-Jane, Rule1, , 0x202

When translated, these strings of code mean:

¢ NT profile for a user with ID “JSmith”: Filter port 80, Block
port 21, White List and Open Financial Category and
Block all other categories, use filter mode 1, use redirect
URL http://www.8e6.com in place of the standard block
page, all filter options disabled.

* NT profile for a user with ID “John_Doe”: Block all ports,
Block Automobile and Entertainment categories, use
filter mode 1, Google/Yahoo! Safe Search and Search
Engine Keyword filter options enabled.

e NT profile for a user with ID “Doe-Jane”: Bypass all cate-
gories, use standard block page, X Strikes Blocking and
URL Keyword filter options enabled.
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NT Group List Format and Rules

When setting up the “ntgroupprofile.conf” file, each entry
must consist of the group name, and either a rule number or
rule criteria (port, category, and filter mode specifications). A
redirect URL can be included, if a specific URL should be
used in place of the standard block page. If aredirect URL is
not included, a blank space should be entered in its place in
the profile string. Segments of the profile string should be
separated by commas (,). A zero (0) should be placed at the
end of a profile string without any filter options enabled.

Admin, Rule1, http://www.cnn.com, ,0x4

Sales, Rule2, ,0x300

Tech, A, R CHAT KDPORN FINAN GGAMES
GPORN |, 1, , 0x6

When translated, these strings of code mean:

* NT profile for a group with ID “Admin”: Bypass all catego-
ries, use redirect URL http://www.cnn.com in place of the
standard block page, Google/Yahoo! Safe Search filter
option enabled.

* NT profile for a group with ID “Sales”: Block Porn cate-
gory, use standard block page, Search Engine Keyword
and URL Keyword filter options enabled.

e NT profile for a group with ID “Tech”: Filter all ports, Block
Chat, Child Porn, Finance, and Games categories, but
leave all other categories open, use filter mode 1, use
standard block page, X Strikes Blocking and Google/
Yahoo! Safe Search filter options enabled.
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LDAP User List Format and Rules

When setting up the “ldapuserprofile.conf” file, each entry
must consist of the Distinguished Name (DN), with each
part of the DN separated by commas (,). The DN should be
followed by a semicolon (;), and then a rule number or rule
criteria (port, category, and filter mode specifications). A
redirect URL can be included, if a specific URL should be
used in place of the standard block page. If a redirect URL is
not included, a blank space should be entered in its place in
the profile string. Each segment of the profile string
following the semicolon for the DN should be separated by
commas (,). A zero (0) should be placed at the end of a
profile string without any filter options enabled. For
example:

CN=Jane Doe, CN=Users, DC=qc, DC=local; R21 A, J
J FINAN Q, 1, http://www.cnn.com, 0x2

CN=Public\, Joe Q., OU=Users, OU=Sales, DC=qc,
DC=local; Q, R AUTO GENTER |, 1, ,0x4

@ NOTE: The DN format must contain the username and user

group "CN" ("common name") attribute type, and the domain and
DNS suffix "DC" ("domain component”) attribute type. The "OU"
("organizational unit") attribute type also can be included. Each
attribute type should be followed by an equals sign (=), and sepa-
rated by a comma (,).

When translated, these strings of code mean:

* LDAP profile for a user with username “Jane Doe”, user
group “Users”, domain “qc”, DNS suffix “.local”: Block
port 21 and Filter all other ports, White List and Open
Financial Category and Block all other categories, use
filter mode 1, use redirect URL http://www.cnn.com in
place of the standard block page, X Strikes Blocking filter
option enabled.
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e LDAP profile for a user with username “Public\, Joe Q.”,
organizational units “Users” and “Sales”, domain “qc”,
DNS suffix “.local”: Block all ports, Block Automobile and
Entertainment categories, use filter mode 1, use stan-
dard block page, Google/Yahoo! Safe Search filter option
enabled.
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LDAP Group List Format and Rules

When setting up the “ldapgroupprofile.conf” file, each entry
must consist of the Distinguished Name (DN), with each
part of the DN separated by commas (,). The DN should be
followed by a semicolon (;), and then a rule number or rule
criteria (port, category, and filter mode specifications). A
redirect URL can be included, if a specific URL should be
used in place of the standard block page. If a redirect URL is
not included, a blank space should be entered in its place in
the profile string. Each segment of the profile string
following the semicolon for the DN should be separated by
commas (,). A zero (0) should be placed at the end of a
profile string without any filter options enabled. For
example:

CN=Sales, CN=Users, DC=qc, DC=local; Rule1, 1,
http://www.cnn.com, 0x102

@ NOTE: The DN format must contain the group name—and, if

applicable—user group "CN" ("common name") attribute type,
and the domain and DNS suffix "DC" ("domain component”)
attribute type. The "OU" ("organizational unit") attribute type also
can be included. Each attribute type should be followed by an
equals sign (=), and separated by a comma (,).

When translated, this string of code means:

e LDAP profile for group with ID “Sales”, user group
“Users”, domain “qc”, DNS suffix “.local”’: Bypass all cate-
gories, use filter mode 1, use redirect URL http://
www.chn.com in place of the standard block page, X
Strikes Blocking and Search Engine Keyword filter
options enabled.
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APPENDIX B

Ports for Authentication System Access

The following ports should be used for authentication
system access:

Type | No. | Function

TCP 8081 Used between the R3000’s transmitting inter-
face and the SSL block page for Tier 2 or Tier 3
authentication.

TCP 836 Used between the R3000’s Virtual IP address
and Java applet for Tier 3 authentication.

TCP 139 Used between the R3000 and workstations
requiring Tier 1 or Tier 3 authentication.

TCP/ 137 Used between the R3000 and workstations
ubP requiring Tier 1 authentication.

LDAP 389 Used for communicating with domain control-
lers in order to bind with them so that user/
group information can be queried/accessed.

LDAPS | 636 Used for communicating with domain control-
lers in order to bind with them so that user/
group information can be queried/accessed.
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APPENDIX C

LDAP Server Customizations

The R3000 has been tested on common types of standard
LDAP servers with default settings. However, due to the
number of LDAP servers available, and the limitless ways in
which any type of LDAP server can be configured, customi-
zations may need to be made on such an LDAP server that
fits either description.

NOTE: Please contact technical support for assistance in imple-
menting any of t